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ABSTRACT

Critical infrastructures, including water, electricity, and wastewater, are highly
interdependent. Disruption in one of these systems can have a cascade effect on other systems and
disrupt the entire system. In this research, to increase the resilience of these infrastructures against
disasters, we aimed to model the interdependencies between them and prioritize critical nodes.
(VIR Based on the data for the urban network of Sioux Falls in South Dakota reported in a previous
study, and taking into account its critical infrastructures, we used the DEMATEL method and Root
Assessment Method (RAM) to identify the critical points of these networks for strengthening them. The
study network had 21 nodes and there were five main criteria of node capacity, supply node, transmission
node, connection with other networks (such as communication) and repair cost, and three sub-criteria of
electricity, water and wastewater systems. To prioritize the nodes, we first obtained the weights of each
criterion using the DEMATEL method. Then, using the RAM, we prioritized critical nodes that needed to
be strengthened interdependent critical infrastructures in the pre-disaster phase.

EEMIE Using the DEMATEL method, the results showed that the node capacity criterion was the most
important criterion in decision-making. Also, in most cases, the electricity sub-criterion had the highest
local weight. Using the RAM, the identified critical nodes were the nodes number 5, 6, 13, and 15. These
nodes are usually transmission nodes or major facilities. Parameters such as capacity, repair time, and
reinforcement cost play an important role in determining the importance of nodes.

The node capacity, as the most influential factor, plays a key role in managing and improving
urban critical infrastructures. The identified critical points require more attention. Reinforcement of
these nodes can significantly increase the resilience and performance of urban critical infrastructures.

Article Info: : Also, special attention should be paid to the interdependencies between critical infrastructures and
Received: 14 Aug 2024 ' necessary measures should be taken to reduce the interdependency.
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Extended Abstract

Introduction

atural or human-made disasters lead to large-

scale disruptions in critical infrastructures

such as electricity networks, water networks,

and telecommunication. Recovering these

infrastructures is critical after a disaster so
that relief efforts and activities can be facilitated. The op-
erations of these infrastructures often depend on receiving
services from one another, resulting in an interdependent
network structure. A disruption in one of these infrastruc-
tures can has a cascade effect on others, disrupting the
entire system. In this research, considering the existing
limitations, the primary objective is to present an efficient,
data-driven approach for prioritizing the components of
critical infrastructures to implement reinforcement mea-
sures and enhance the resilience of the entire system.
This study aims to propose a comprehensive method for
identifying shortcomings and prioritizing reinforcement
actions by modeling and analyzing complex networks.
By focusing on critical nodes, this research provides a
framework to support more efficient resource allocation
during a disaster.

Methods

Based on data from a network of water, electricity, and
wastewater infrastructure obtained from a previous case
study (Sioux Falls in South Dakota), this study applies the
DEMATEL and the Root Assessment Method (RAM).
The DEMATEL method is one of the multi-criteria de-
cision-making (MCDM) approaches used for identifying
and weighting criteria in complex problems with multiple
qualitative and quantitative criteria. The RAM is simple
to comprehend, easy to apply, and comparable to other
established MCDM approaches. RAM is inspired by
the limitations of existing MCDM methods in achiev-
ing dependable outcomes in decision-making situations.
Moreover, it emphasizes that decision-makers understand
the entire decision-making process to prevent potential
computational errors. The integration of RAM and DE-
MATEL ensures a comprehensive evaluation, capable of
handling the intricacies of interdependent infrastructures
and accounting for both qualitative and quantitative fac-
tors in decision-making. Using these methods, we can
identify the more critical points of these networks to re-
inforce them.

In this study, the network had 21 nodes and the main
criteria included node capacity, supply node, transmission
node, connection with other networks (such as communi-
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cation networks), and repair cost. There were also three
sub-criteria: electricity, water, and wastewater networks.
We obtained the weight of the criteria using the DEMA-
TEL method. Then, using the RAM, we prioritized the
critical nodes to reinforce interdependent infrastructure
networks in the pre-disaster phase.

Results

By using the DEMATEL method in determining the
relative weight of each criterion, the results showed that
the node capacity had the highest importance in decision-
makingt as a result, increasing the capacity of nodes can
have a significant impact on improving network perfor-
mance. Among the sub-criteria of each main criterion, in
most cases, electricity had the highest local weight, which
confirms the importance of the electricity infrastructure
in this field. By using the RAM, the results showed that
nodes 5, 6, 12, 13, and 15 had the highest importance and
were identified as critical points that require more atten-
tion and reinforcement. These nodes, if they fail, can have
a widespread impact on the entire network. Therefore,
their accurate prioritization for resource allocation and the
implementation of improvement programs is essential. Pa-
rameters such as node capacity, repair time, and reinforce-
ment cost also play an important role in determining the
importance of nodes. Nodes with high capacity and short
repair time are less important because disruptions can be
quickly compensated. Moreover, the analysis highlights
the need for dynamic resilience strategies that address both
short-term recovery and long-term infrastructure stability.
The findings suggest that these strategies must account for
varying levels of interdependency, ensuring that reinforce-
ment efforts are directed towards nodes with the greatest
potential for mitigating cascading failures.

Conclusion

The findings show that the node capacity criterion, as
the most influential factor, plays a key role in managing
and improving critical infrastructures (water, wastewater,
and electricity networks). Reinforcement of the identi-
fied nodes with the highest importance can significantly
increase the resilience and performance of critical infra-
structures. These nodes are usually transfer nodes or main
facilities whose disruption can have a widespread impact
on the entire network. Therefore, it is recommended that
limited resources for reinforcing infrastructures be fo-
cused on the identified critical nodes. Also, special atten-
tion should be paid to the interdependencies between crit-
ical infrastructures, and the necessary measures should be
taken to reduce these dependencies. The integration of the
DEMATEL and RAM provides a robust framework for
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reinforcing critical infrastructure, ultimately enhancing
the system’s resilience to future disasters. This research
provides a significant contribution to the literature regard-
ing disaster preparedness and infrastructure management.
The results can help decision-makers in Iran in increasing
the resilience of critical infrastructures by optimally al-
locating resources and making the community more re-
silient to disasters.
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