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ABSTRACT

In recent years, the vulnerability of critical infrastructures to disasters,
particularly man-made disasters, has become an important concern in disaster management and passive
defense. Historical evidence shows that the vulnerability of critical urban assets can seriously undermine
community security and resilience. Among these urban assets, impairment of water and wastewater
systems, which are responsible for providing safe drinking water, sanitary sewage disposal, and its
treatment, can have severe and irreversible social consequences, including public unrest. This study aims
to develop an optimal pattern for assessing the vulnerability of water and wastewater systems’ physical
assets to man-made disasters in Hamedan, Iran. In recent years, the vulnerability of critical infrastructures
to disasters, particularly man-made disasters, has become an important concern in disaster management
and passive defense. Historical evidence shows that the vulnerability of critical urban assets can seriously
undermine community security and resilience. Among these urban assets, impairment of water and
wastewater systems, which are responsible for providing safe drinking water, sanitary sewage disposal,
and its treatment, can have severe and irreversible social consequences, including public unrest. This
study aims to develop an optimal pattern for assessing the vulnerability of water and wastewater systems’
physical assets to man-made disasters in Hamedan, Iran.

YIEETGEEE In this study conducted in Hamadan city, data were collected using the library method and
interviews with experts. First, the layout map of the assets under study was drawn using Google Earth
Pro software. After defining the evaluation criteria and preparing a questionnaire, the experts' opinions
were compiled, and the criteria weights, vulnerability assessment, and asset ranking were analyzed using
the Simultaneous Evaluation of Criteria and Alternatives (SECA) decision-making method in the Lingo
software. Finally, ArcGIS software was used to prepare the vulnerability zoning map for the assets.
GRS System redundancy, safety and security weaknesses, and system dependency were the top
three factors influencing vulnerability. By asset type, water treatment plants, water pumping stations,
and surface water resources had highest rank in vulnerability. Pattern validation under three scenarios
of explosion, industrial hazards, and environmental contamination showed that water treatment plants
had the highest vulnerability scores in the first two scenarios, while surface water resources ranked first
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Introduction

city cannot be considered sustainable un-

less it has the capacities and capabilities to

reduce vulnerability and the impacts of di-

sasters and can respond creatively to change

(Otto-Zimmermann & Balbo, 2012). In the
contemporary era, human communities—including cities—
have generally been established and expanded in locations
that remain vulnerable to various natural and human-induced
hazards. Infrastructure development and the increasing inter-
dependence and complexity of urban systems have further
intensified this vulnerability. In this context, the vulnerabil-
ity of a city’s important, sensitive, and critical infrastructure
and assets, combined with the potential occurrence of vari-
ous threats, may lead to the inefficiency of the urban sys-
tem during a disaster. Consequently, it can intensify public
dissatisfaction—thereby generating a social crisis—and dis-
rupt urban functions under emergency conditions. From this
perspective, although potential threats to and vulnerabilities
of urban assets may initially appear to constitute serious ob-
stacles to development, it can be argued that, if—prior to the
occurrence of disasters—comprehensive disaster manage-
ment and a futures-oriented approach are adopted, and the
probable hazards facing a city are identified while its assets
are assessed and classified in terms of vulnerability, threats
and vulnerabilities can be recognized not only as constraints
but also as a basis for identifying latent potentials and capaci-
ties arising from disasters as opportunities for development.
Subsequently, strategies can be proposed to prevent threats,
reduce vulnerability, mitigate adverse impacts, and capital-
ize on existing opportunities to pursue regional sustainable
development objectives. In this regard, the United States Na-
tional Water Resources Organization defines vulnerability as
weaknesses in security that, in the face of specific threats,
may interrupt or disrupt service delivery. Similarly, Austra-
lian emergency management authorities define vulnerability
as the degree of susceptibility and resilience of a community
and its environment to hazards. In other words, vulnerability
refers to system or community’s propensity to sustain physi-
cal or non-physical damage as a result of any threat. Another
definition describes vulnerability as a condition that makes
individuals, systems, or the social fabric susceptible to, and
adversely affected by, the consequences of a hazard. Such
conditions may be physical, social, economic, environmen-
tal, or related to management processes (Mashhadi, 2015).
Accordingly, in the specific context of urban issues, urban
vulnerability refers to any weakness in an asset that enables a
threat to damage or destroy that asset, lifeline, or infrastruc-
ture. Vulnerabilities may result from deficiencies in manage-
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ment, physical security, or operational procedures (Hell-
strom, 2007; Givehchi, 2018). In fact, the consequences of
attacks against infrastructure and assets by assumed threats
are analyzed and evaluated based on the vulnerability level
of the infrastructure in question (Jalali Farahani, 2013).

Problem statement

Although extensive research has examined urban risk
assessment in relation to specific hazards—particularly
natural hazards—Iess attention has been paid to studies in
disaster management and passive defense that assess the
vulnerability of urban assets to various human-induced
disasters. Accordingly, developing an optimal framework
for assessing the vulnerability of urban assets to human-
induced disasters is an important issue in disaster man-
agement and passive defense and plays a significant role
in urban planning.

In this context, the following issues constitute the main
concerns of the present study:

1. How can the criteria for assessing the vulnerability of
the physical assets of the infrastructure examined in this
study be ranked?

2. What priorities are indicated by the vulnerability
ranking of the physical assets of the target infrastructure
in the study area?

3. Based on the vulnerability assessment of human-
induced threats, how can the assets of the urban system
under investigation be ranked?

Literature review

Kays et al. (2025) investigated flood-induced dam-
age propagation and cascading failures in interdependent
transportation and stormwater networks to identify asset
vulnerabilities. Their study employed the SEFR model
and two-dimensional flood simulation data generated
with HEC-RAS (Kays et al., 2025).

Cal and Ciravoglu (2025) developed an indicator-based
framework for identifying building vulnerability indica-
tors in response to sea-level rise and flooding in coastal
urban areas. Their framework interprets the key vulner-
ability factors in relation to architectural design decisions.
The research adopted a mixed methodology comprising a
literature review and the Delphi method, with participa-
tion from 18 experts in architecture, urban planning, and
civil engineering (Cal & Ciravoglu, 2025).

Vejdani Nozar., et al. Vulnerability Assessment of Urban Water and Wastewater Physical Assets Under Man-made Disaster Scenarios. (2026). DMKP. 16(2), 174-213.
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In their systematic review entitled "cascading failures in
urban infrastructure systems: a comprehensive review of
disaster-chain mechanisms", Lu et al. (2025) proposed an
integrated framework for understanding interdependencies,
data-related challenges, and methodological limitations. By
combining expert-based approaches, Bayesian networks,
complex networks, numerical simulation, scenario simu-
lation, and remote sensing, the study analyzed the vulner-
ability of urban engineering systems to cascading effects
arising from natural hazards, including earthquakes, floods,
fires, frost, and land subsidence (Lu et al., 2025).

Carbonelli et al. (2024) introduced a novel method, the
building risk assessment method (BRAM), to analyze the
risk posed to structures by explosive and unconventional
terrorist attacks, including chemical, biological, radiolog-
ical, and nuclear (CBRNe) threats. The method is based
on the quantitative and qualitative assessment of three key
components: threat (T), vulnerability (V), and exposure
(E) (Carbonelli et al., 2024).

Liu et al. (2024) proposed an integrated method for
assessing urban-area risks from chemical leakage inci-
dents within the integrated urban risk assessment (IURA)
framework. This framework combines chemical-hazard
simulation using Areal Locations of Hazardous Atmo-
spheres (ALOHA) with social-vulnerability assessment
based on GC-TOPSIS (Liu et al., 2024).

Guan et al. (2022) developed a method for assessing
the risk of industrial-accident consequences and human
vulnerability in urban areas and tested it in a small city in
China (Guan et al., 2022). Boakye et al. (2022), by ex-
amining various natural and human-induced hazards and
their effects on assets, emphasized the importance of eval-
uating the consequences of past disasters and forecasting
their potential future impacts (Boakye et al., 2022). In
his book: The role of critical infrastructure protection in
national security, Lewis (2020) introduced the principles
of infrastructure protection and applied the risk analysis
and management for critical asset protection (RAMCAP)
and mission-based risk assessment (MBRA) methods to
assess and analyze risks arising from natural and human-
induced threats (Lewis, 2020). Fabbri and Wood (2019)
introduced and evaluated an accident-damage analysis
module to assess the consequences of industrial accidents
under different scenarios (Fabbri & Wood, 2019). Using
a scenario-analysis approach, Kulba et al. (2017) identi-
fied critical assets, emergency situations, and management
strategies for reducing human-induced hazards (Kulba et
al., 2017). Lee et al. (2010) developed a five-stage pro-
gram for assessing security vulnerability to chemical ter-
rorism. The program includes asset identification, threat
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assessment, vulnerability analysis, risk assessment, and
countermeasure development (Lee et al., 2010).

In Iran, numerous studies have assessed threats to and
vulnerabilities of critical infrastructure, particularly wa-
ter-supply systems. These studies include those conduct-
ed by Kazemi and Golestaneh (2014), Mashhadi and
Aminivarki (2015), Modiri et al. (2016), Taghinejad
and Zonemat Kermani (2016), Roodbari et al. (2017),
Bakhshi Shadmehri et al. (2020), Feizi et al. (2020),
Sheikhal i et al. (2020), and Omidvar and Vajdani Nozar
(2021). Using methods, such as RAMCAP, AHP, ANP,
HAZOP, SPSS, and risk matrices, these studies have fo-
cused on identifying threats, assessing vulnerabilities, and
analyzing potential consequences. However, Fadaei’s
(2023) comprehensive review of 86 studies conducted
between 2014 and 2023 on threats to and vulnerabilities
of drinking-water supply systems in Iran indicates that,
despite the identification of various emerging threats,
comprehensive studies assessing the feasibility of threats,
vulnerabilities, and their associated consequences remain
insufficient (Fadaei, 2023).

Synthesis of the literature and the research gap

An analysis of the literature and the research gap, based
on a review of international and Iranian studies, indicates
that the assessment of threats to and vulnerabilities of
critical infrastructure—particularly water infrastructure
and dependent systems—has generally been conducted
through four principal approaches:

1. Numerical modeling and simulation, including meth-
ods, such as Susceptible-Exposed-Flooded-Recovered
(SEFR), Hydrologic Engineering Center's River Analysis
System (HEC-RAS), and ALOHA. These approaches
have been used primarily in international studies and to
analyze natural phenomena, such as floods, earthquakes,
and chemical leaks.

2. Indicator-based frameworks and hybrid methods, in-
cluding RAMCAP, MBRA, BRAM, and IURA. These
approaches integrate quantitative and qualitative data and
facilitate multidimensional analysis of threats, vulnerabil-
ity, and consequences.

3. Analytical and expert-based methods, including AHP,
ANP, HAZOP, and the Delphi method. These methods
have been used mainly to prioritize threats in specific en-
vironments.
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4. Systematic and analytical review studies have been
conducted to classify threats, identify vulnerability pat-
terns, and develop general conceptual frameworks.

International studies have examined a notable diversity
of hazards, including both natural and human-induced
hazards, and have made extensive use of advanced simu-
lation and scenario-modeling techniques. These studies
have frequently addressed the integrated assessment of
the three components of risk—threat, vulnerability, and
consequences—and have also considered interdependen-
cies among infrastructure systems.

In contrast, although Iranian studies have actively ad-
dressed threat identification and vulnerability assessment in
urban water systems, they present several limiting features:

e Geographical and scale limitations: Most studies have
been confined to a single city or a specific infrastructure
component, such as a reservoir or dam.

e Absence of comprehensive and integrated assessment:
Most studies examine only one or two risk components,
and they do not adequately incorporate complete relation-
ship among threat, vulnerability, and consequences.

e Limited use of simulation and scenario-based data:
Most studies have relied on survey-based methods and
statistical analyses, while model-based data have been
used to a lesser extent.

' Disaster Prevention and
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e Shortage of locally adapted frameworks: Many stud-
ies have merely adopted international methods, such as
RAMCAP or CARVER, with limited adaptation to local
conditions and contextual characteristics.

Therefore, the principal research gap is the lack of a
comprehensive, integrated, and locally adapted frame-
work for ranking the vulnerability of urban physical assets
to human-induced disasters. Such a framework should
consider threat the characteristics, asset vulnerability,
functional significance, and the potential consequences of
disruption within the urban system.

Methods

Hamadan, a cold, mountainous city, in Western Iran with
covering an area of approximately 72 km? and a popula-
tion of 554,406, is the capital of Hamadan Province. The
city center is situated at 48°51’ east longitude and 34°79’
north latitude, on the slopes of Mount Alvand. The city’s
elevation varies from approximately 1,750 to 2,100 me-
ters above sea level across different areas, making it one
of the highest-elevation urban areas in the country (Figure
1). The critical assets examined in this study comprise the
city’s water and wastewater infrastructure, which sup-
plies drinking water and collects urban wastewater. The
water and wastewater infrastructure includes water-supply
sources; four water-treatment plants; 18 primary ground-
level and elevated storage reservoirs; 12 water-pumping
stations; approximately 200 km of primary water-trans-

Figure 1. Geographical location of Hamadan City, Iran (Hamadan Municipality, 2017)

Vejdani Nozar., et al. Vulnerability Assessment of Urban Water and Wastewater Physical Assets Under Man-made Disaster Scenarios. (2026). DMKP. 16(2), 174-213.
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Table 1. General list of urban water and wastewater infrastructure assets (Behsaaz Ravesh Engineering Company, 2023)

Asset Code Description in Hamadan City, Iran
Surface-water sources D1 Supply approximately 72.5% of the city’s drinking water through rivers and two dams
Groundwater sources D2 Supply approximately 27.5% of the city’s drinking water through 61 wells
Water-treatment plants D3 Four water-treatment plants: Ekbatan, Beheshti, Alvand, and Sheykhi Jan
Water-storage reservoirs D4 Eighteen primary ground-level and elevated reservoirs
Water-pumping stations D5 Twelve water-pumping stations
Water-transmission pipelines D6 Approximately 293 km of transmission pipelines, including primary and secondary lines
Water-distribution network D7 More than 1,000 km of water-distribution network
Wastewater-collection network D8 More than 260 km of wastewater-collection network
Wastewater-transmission pipelines D9 37 km of wastewater-transmission pipelines
Wastewater-treatment plant D10 One wastewater-treatment plant

mission pipelines; 93 km of secondary water-transmission
pipelines; more than 1,000 km of water-distribution net-
works; 260 km of wastewater-collection networks; 37 km
of wastewater-transmission pipelines; and one wastewa-
ter-treatment plant (Table 1 and Figure 2).

The city’s drinking-water demand is approximately
1,800 L/s. Of this amount, approximately 72.5% is sup-
plied by surface-water sources through two storage dams,
while less than 27.5% comes from groundwater sources
through 61 wells.

In this study, the vulnerability of Hamadan’s water and
wastewater assets to human-induced disasters was assessed
using information from documentary sources and inter-
views with subject-matter experts. First, the spatial-loca-
tion map of the assets under investigation was developed
using Google Earth Pro, as shown in Figure 2. Following
the definition of assessment criteria and development of the
questionnaire, expert opinions were synthesized. The cri-
teria were weighted, asset vulnerability was assessed, and
the assets were ranked using the simultaneous evaluation of
criteria and alternatives (SECA) decision-making method
in the LINGO software environment. Finally, ArcGIS was
used to prepare vulnerability-zoning maps for the assets.

In multi-criteria decision-making (MCDM) methods,
such as SECA, the optimal number of experts for weight-
ing criteria and ranking alternatives depends on the prob-
lem’s complexity and the selected method. Vaidya and
Kumar (2006) stated that, depending on criteria com-
plexity, a panel of 3 to 10 experts may be sufficient. Skul-
moski et al. (2007) considered 7 to 12 experts appropri-

ate for moderately complex problems involving 5 to 8
criteria. Overall, recent studies suggest that the optimal
number of experts generally ranges from 5 to 20 individu-
als (Taherdoost, 2023; Sotoudeh-Anvari, 2023).

For questionnaire-based data collection, this study re-
cruited 20 experts from a target population comprising
faculty members, specialists, technical experts, and man-
agers in urban planning, urban design, urban manage-
ment, disaster management, passive defense, and water
and wastewater services. The results of the questionnaire
reliability and validity analyses are as follows:

e To determine questionnaire reliability, Cronbach’s a
was calculated as 0.837, indicating good internal con-
sistency. This suggests that the six criteria are internally
coherent and demonstrate high measurement reliability.

e To assess data adequacy for factor analysis, the Kai-
ser-Meyer-Olkin (KMO) value was calculated as 0.812,
indicating excellent sampling adequacy. In addition, the
significance of Bartlett’s test of sphericity (P<0.001) indi-
cates that correlations among the variables were suitable
for factor analysis.

o All criteria demonstrated very good factor loadings,
exceeding 0.70, on a single factor. This result indicates
satisfactory construct validity and shows that all six cri-
teria strongly measure a single, unidimensional construct:
overall vulnerability. This finding is fully consistent with
the theoretical structure of the questionnaire, in which all
criteria are considered components of the same phenom-
enon, namely vulnerability.
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Figure 2. Map of the study area and critical water and wastewater assets in Hamadan City, Iran

Moreover, the criteria used to assess the vulnerability
of urban water and wastewater physical assets to human-
induced disasters were derived from the doctoral disserta-
tion entitled "A framework for assessing consequences af-
fecting urban assets under scenario-based human-induced
disasters: the case of Hamadan City". After their initial
identification and selection through a review of the theo-
retical foundations and related literature, the criteria were
finalized using the fuzzy Delphi method, as follows:

o Inherent weakness (V1): This criterion refers to the
intrinsic susceptibility of an infrastructure component
or asset to damage, destruction, or functional disruption
when exposed to hazards or threats. Inherent weakness is
conceptually the opposite of structural strength.

o Safety and security weakness (V2): This criterion re-
flects inadequate consideration of safety principles in the
construction and commissioning of an asset, as well as in-
sufficient attention to its appropriate protection and security.

® Location (V3): Locating an asset in high-risk areas or
near high-risk assets can increase its vulnerability, even
when the asset has adequate structural strength. Such con-
ditions may also increase the likelihood of damage propa-
gation and impacts on other assets.

o System complexity (V4): Complexity refers to the char-
acteristics used to describe infrastructure and assets, includ-
ing their form, configuration, topology, and architecture.
The more complex these characteristics are, and the greater
the interconnections among system components, the more
vulnerable the infrastructure or asset is likely to be.

e System interdependency (V5): System interdepen-
dency refers to the relationships and mutual effects among
the performance or failure of the primary and secondary
components of an infrastructure or asset, as well as its
relationships with other infrastructures and assets. This
criterion encompasses both internal and external interde-
pendencies. Greater interdependency increases as asset’s
complexity and vulnerability and may cause failures to
propagate across other components and assets. System in-
terdependencies may be functional, physical, geographi-
cal, logical—particularly dependence on human-resource
performance—or informational. The modernization of
society, characterized by interconnections and mutual
influences among various assets, is a principal driver of
system interdependency. These interdependencies, in
turn, generate infrastructure and asset complexity, which
constitutes a major source of vulnerability, consequences,
and risk when disasters occur.

Vejdani Nozar., et al. Vulnerability Assessment of Urban Water and Wastewater Physical Assets Under Man-made Disaster Scenarios. (2026). DMKP. 16(2), 174-213.
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e Redundancy (V6): Redundancy refers to provisions
embedded in infrastructure and assets that support contin-
ued operation or compensate for failure when disruptions
or damage occur (Vajdani Nozar, 2025).

The principal difference between the SECA method
used in this study and other comparable methods is that, in
many conventional ranking approaches, criterion weights
are first calculated using a separate weighting method
and then introduced into the ranking model as inputs. In
SECA, however, criterion weighting and alternative rank-
ing are performed simultaneously. This characteristic can
improve the coherence and precision of the assessment
results. Furthermore, SECA accommodates both quali-
tative and quantitative criteria, which enhances its flex-
ibility in addressing complex decision-making problems
(Keshavarz-Ghorabaee et al., 2018).

The steps of the SECA method are presented below.
Formation of the decision framework

The first step in multi-criteria decision-making meth-
ods is to construct the decision framework. The decision
framework is a row—column matrix in which the col-
umns represent the decision criteria and the rows repre-
sent the alternatives to be ranked. Each cell of the matrix
contains the evaluation of an alternative with respect to a
particular criterion.

Normalization of the decision framework

In this stage, Equation 1 is used to normalize benefi-
cial criteria, whereas Equation 2 is used for cost crite-
ria. In these equations, i denotes the row and j denotes
the column of the decision framework. The BC includes
beneficial or positive criteria, while NC includes cost or
negative criteria:

1&2.
[ X
— if jeBC,
N maxy X;
ik Ay if jeNC
X )

ij

Formulation of the optimization model
Suppose that
Vj:[XijN]nxl represents the vector associated with the

j-th criterion. The standard deviation of each vector, oj,
indicates the internal variability of the information con-
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tained in that vector. To obtain the inter-criteria informa-
tion in the decision framework, the correlation between
every pair of vectors must be calculated. In this context,
1jl denotes the correlation between the j-th and I-th cri-
terion vectors. The overall value of 7j represents the de-
gree of conflict between the j-th criterion and the other
criteria and is calculated using Equation 3:

3.

1Tj=2f21(1 - I'jl)

An increase in the variability of a criterion vector, oj,
and an increase in the degree of divergence between cri-
terion j and the other criteria, mj, indicate a greater im-
portance—or weight—for that criterion. Accordingly, the
normalized values of oj and =j are defined as reference
points for determining the criterion weights. These values
are calculated using Equations 4 and 5:

4.

LD X

N__T
JoERim

Based on the above explanation, the following multi-
objective optimization model is formulated:

6.

Max Si= 22, W; X,
Vi €{12,.n}

7.

. 2
Min A= B2, (W; = of)

8.
Min A= T2, (W, — )’

0.
s.t. Z}’;le =1

10.
<1,9j € {12,...m}W,
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The studied assets were located using
Google Earth Pro, and a map of the
study area was prepared.

Asset Vulnerability Assessment Criteria

-Inherent weakness (V1)

-Safety and security weakness (V2) A questionnaire was designed, expert
opinions were obtained from selected

-Location / Site of deployment (V3) B : ’
specialists, and the data and information

—

-System complexity (V4) )
-System dependency (V5)
-System redundancy (V6) A mathematical model was developed,

and the SECA technique was run using
Lingo software.

]

The criteria were weighted, and an initial vulnerability assessment of assets against different types of disasters was
performed using the SECA technique.

\ 4

The assets were prioritized and ranked according to their vulnerability scores.

.4

A final assessment of asset vulnerability was conducted by selecting likely disasters scenarios

¥

The assets were re-ranked according to the weighted cumulative score of the vulnerability assessment criteria.

¥

The priority assets were identified according to their cumulative scores, and their level of vulnerability was

‘T,

The vulnerability zoning of priority assets against various scenarios was mapped using ArcGIS.

Figure 3. Vulnerability assessment model for urban physical assets in the face of different types of disasters

11. the normalized decision-matrix entries. Equations 15 and
> v € {12...m}W, 16 calculate the total squared deviations of the criterion
weights from the reference points based on the standard

deviation and correlation measures, respectively. Equation

Equation 6 maximizes the overall performance of
each alternative. Equations 7 and 8 minimize the devia-
tions of the criterion weights from their reference points
based on standard deviation and correlation, respectively.
Equation 9 ensures that the sum of the criterion weights
is equal to one. Equations 10 and 11 constrain the crite-
rion weights to the interval between €\varepsilone and 1.
Here, €\varepsilone is considered a small positive param-
eter representing the lower bound of the criterion weights.
The above multi-objective model can be transformed into
a single-objective model. According to Equation 12, the
minimum overall performance score of the alternatives
is maximized. Since deviations from the reference points
must be minimized, they are subtracted from the objec-
tive function using the coefficient f\betaf}. This coefficient
represents the importance assigned to achieving the refer-
ence points for the criterion weights. Equation 13 defines
a lower bound for the overall performance score of each
alternative, Si. Equation 14 calculates the weighted sum of

17 specifies that the sum of the weights must equal one,
while Equations 18 and 19 constrain the resulting weights
to the interval from 0 to 1, that is, to be greater than zero
as well.:

12.
Max Z = 7\3 - B(}\b + 7\(:),

13.
s.t. }\af Si , Vi € { 1,2,...11}

14.

Si= LL W Xj
Vi {12, n}

Vejdani Nozar., et al. Vulnerability Assessment of Urban Water and Wastewater Physical Assets Under Man-made Disaster Scenarios. (2026). DMKP. 16(2), 174-213.



https://dpmk.ir/index.php?slc_lang=en&slc_sid=1

' Disaster Prevention and
‘ Management Knowledge

15.

2
)\b=Z]n;1(VV]' - O-}\I) s

16.

2
]n=11(vv] - T[]N) }\c

17.
:121‘21‘/\/1

18.
W <1,V € {1,2,...,m}

19.
Wiz .V € {12,...,m}

Definition of the variables in Equations 12, 13, 14, 15,
16,17, 18, and 19.

The definitions of the variables used in Equations 12,
13, 14, 15, 16, 17, 18, and 19 are presented below:

A minimum score of each alternative

A,: total deviation of each criterion weight from the nor-
malized standard deviation

A : total deviation of each criterion weight from the nor-
malized correlation

f: subtraction coefficient from the overall objective
function

W weight of criterion

X! normalized entry in row i and column j of the initial
decision matrix

S.: score of each alternative

m: number of criteria

€: small positive parameter

I correlation between the j-th and I-th vectors

It should be noted that, in this study, expert judgments
wer e used to analyze the criteria related to the vulner-
ability assessment of urban water and wastewater assets
in re sponse to human-induced disasters and to prepare
the data. Accordingly, based on the qualitative description
of each criterion, a five-point scale from 1 to 5 was em-
ployed, as shown in Table 2. After designing and distribut-
ing the questionnaire to the experts, the required data were
collected. The responses were then aggregated using the

Summer 2026. Vol 16. Issue 2

arithmetic mean and used in the SECA analysis. In addi-
tion, the vulnerability levels (V) of the assets in response
to human-induced disasters were defined and applied in
the assessment based on expert opinions as follows:

Low level: 1<V<2
Moderate level: 2<V<3
High level: 3<v<4
Critical level: 4<V<5

Moreo ver, since one of the aims of the research is to
present a model that, in addition to achieving its practical
objective, can also be generalized to similar studies in oth-
er regions, the assessment model used in this study was
developed by adapting and synthesizing existing research
and previous studies, some of which were also reviewed
in this work, as shown in Figure 3.

Results -

Considering the comprehensive list of urban water and
wastewater system assets in Table 2 and their identifica-
tion and spatial distribution within the study area (Figure
2), the asset vulnerability criteria were weighted. These
criteria included inherent weakness, safety and security
weakness, location, complexity, system dependency, and
redundancy. Subsequently, the assets were classified ac-
cording to their vulnerability to human-made disasters
using the SECA method and LINGO software. To this
end, a decision matrix comprising 10 assets and 6 criteria
was initially developed based on expert judgments and
the synthesized information collected. In this matrix, the
rows represent the ten assessed assets, whereas the col-
umns correspond to the six vulnerability criteria.

Thereafter, following the SECA method equations, the de-
cision matrix was normalized, the values of . were calculat-
ed, and the normalized values of o and T were determined.
Tables 3, 4, 5, and 6 present the results of these procedures.

Subsequently, a nonlinear optimization model was for-
mulated based on the optimization framework specified
in Equations 12, 13, 14, 15, 16, 17, 18, and 19, and
solved using LINGO software. In this model, the opti-
mization procedure was performed for  values ranging
from 0.1 to 7. For each run, the weights of the criteria
and the scores assigned to each intentional human-made
disaster threat were estimated. Tables 7 and 8 present the
estimated criterion weights and threat scores for different
values of . Figures 4 and 5 show these results.
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Table 2. Criteria for assessing the vulnerability of urban water and wastewater assets to human-induced disasters

Criterion Im| I I g
€ Lt: vel pact Criterion Qualitative Description Score

The asset has an adequate inherent level of resistance and structural strength
Inherent weakness against various threats; it complies with relevant standards and strengthening

principles and is regularly inspected and updated.
Safety and security weak-  The asset’s safety and security measures comply with relevant standards and

ness appropriate practices and are regularly inspected and updated.
. The asset is located such that, if it is damaged, the potential for damage to spread
Location o . L
Very low beyond its immediate location is very low. 1
System complexity The asset consists of a single component; therefore, it has very low complexity.

The asset is largely self-reliant and has very limited dependency on other assets;

its failure does not disrupt the operation of other assets.
In the event of asset failure or damage, an automatic replacement or backup is

available.
The asset’s inherent resistance and structural strength against various threats

Inherent weakness comply with relevant standards and strengthening principles; however, inspec-

tion and monitoring are performed only periodically.
The asset’s safety and security measures are based on applicable standards and

appropriate practices; however, they are inspected and monitored only periodi-

System interdependency

Redundancy

Safety and security weak-
ness

cally.
. The asset is located such that, if it is damaged, the potential for damage to spread
Location o X L
Low beyond its immediate location is low. 2
. The asset consists of a limited number of components; therefore, it has low
System complexity .
complexity.

The components of the asset have limited interdependency with one another
System interdependency and with other assets; if damaged, the asset causes only minor disruption to the

functioning of other assets.
A replacement or backup is available in the event of damage; however, bringing it

into operation requires some time.
Although the asset’s inherent resistance and structural strength against various
Inherent weakness  threats comply with relevant standards and strengthening principles, they are not
inspected or monitored.
Safety and security weak-  Although the asset’s safety and security measures are based on relevant stan-

Redundancy

ness dards and appropriate practices, they are not inspected or monitored.
Locati The asset is located such that, if it is damaged, the potential for damage to spread
Moderate ocation . beyond its.immediate location is moderate. ) 3
The asset consists of a considerable number of components; therefore, it has

System complexity .
moderate complexity.

The components of the asset have considerable interdependency with one

System interdependency another and with other assets; if damaged, the asset causes moderate disruption

to the functioning of other assets.
Although a replacement or backup is available in the event of damage, it has not

been planned or arranged in advance.
The asset’s inherent resistance and structural strength against various threats are

not at an ideal level, and the asset has exceeded its useful service life.

The asset’s safety and security measures are traditional or outdated.

Redundancy

Inherent weakness

Safety and security weak-

ness
. The asset is located such that, if it is damaged, the potential for damage to spread
Location o . B P L
beyond its immediate location is high.
Al System complexity The asset consists of numerous components; therefore, it has high complexity.

The components of the asset have high interdependency with one another and
System interdependency  with other assets; if damaged, the asset causes substantial disruption to the

functioning of other assets.
No replacement or backup is available in the event of damage, and repairing the
asset is time-consuming.
The asset lacks an acceptable level of inherent resistance and structural strength
against various threats and has substantially exceeded its useful service life.
Safety and security weak-  The asset’s safety and security measures are traditional, fail to comply with
ness relevant principles, and exhibit evident deficiencies.
. The asset is located such that, if it is damaged, the potential for damage to spread
Location o K Lo R
beyond its immediate location is very high.
Very high . The asset consists of a very large number of components; therefore, it has very 5
System complexity . .
high complexity.
The components of the asset have very high interdependency with one another
System interdependency and with other assets; if damaged, the asset causes very substantial disruption to

the functioning of other assets.
No replacement or backup is available in the event of damage, and repair of the

asset depends on foreign countries.

Redundancy

Inherent weakness

Redundancy
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Table 3. Decision matrix
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Decision matrix V1 V2 V3 va V5 V6
D1 33 3.7 3.2 3.2 35 25
D2 1.9 2.7 1.2 13 21 11
D3 4.2 3.9 4.7 4.8 4.6 39
D4 2.2 23 3.9 2.7 3.1 34
D5 4.0 33 3.6 4.2 3.9 34
D6 29 2.8 2.8 3.0 33 35
D7 31 2.2 26 27 2.1 4.0
D8 23 23 24 21 1.8 4.0
D9 24 25 20 21 1.9 35
D10 3.0 2.6 22 3.0 2.8 42

As indicated by both the tables and figures, the results
converge at values of >4, with only negligible subse-
quent variations. Therefore, f=4 was considered the con-
vergence value, at which the criterion weights and asset
vulnerability scores stablize the problem under investiga-
tion. Accordingly, the final criterion weights and the as-
set vulnerability scores were estimated at f=4. Tables 9
and 10 present the corresponding results, and Figures 6
and 7 graphically show the results. Among the evaluation
criteria, redundancy received the highest priority, with a
weight of 0.2467. Safety and security weaknesses and de-
pendency ranked second and third, respectively. With re-
gard to the assessed assets, water treatment plants ranked

Table 4. Normalized decision matrix

first in vulnerability, followed by water pumping stations
in second place and surface water resources in third place.

Discussion

Finally, in line with the study’s main objective, the final
vulnerability assessment of Hamedan City’s water and
wastewater assets against human-made disasters was con-
ducted under three plausible scenarios: explosion, indus-
trial hazards, and environmental pollution. By incorporat-
ing the weighting coefficients of the assessment criteria
and obtaining updated expert judgments, the results were
derived as presented in Tables 11, 12, and 13. These find-

Normalized matrix Vi V2 V3 va V5 V6
D1 0.786 0.949 0.681 0.667 0.761 0.595
D2 0.452 0.692 0.255 0.271 0.457 0.262
D3 1.000 1.000 1.000 1.000 1.000 0.929
D4 0.524 0.590 0.830 0.563 0.674 0.810
D5 0.952 0.846 0.766 0.875 0.848 0.810
D6 0.690 0.718 0.596 0.625 0.717 0.833
D7 0.738 0.564 0.553 0.563 0.457 0.952
D8 0.548 0.590 0.511 0.438 0.391 0.952
D9 0.571 0.641 0.426 0.438 0.413 0.833

D10 0.714 0.667 0.468 0.625 0.609 1.000
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Table 5. Values of 7j
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Values of rt_j V1 V2 V3 \Z V5 V6 V7
V1 0.000 0.249 0.303 0.051 0.192 0.622 1.417
V2 0.249 0.000 0.434 0.274 0.168 1.173 2.298
V3 0.303 0.434 0.000 0.138 0.162 0.602 1.639
\Z 0.051 0.274 0.138 0.000 0.092 0.555 1.110
V5 0.192 0.168 0.162 0.092 0.000 0.888 1.502
V6 0.622 1.173 0.602 0.555 0.888 0.000 3.839

ings were then implemented in the GIS environment, and
the spatial vulnerability zoning maps of Hamedan’s urban
water and wastewater assets were produced, as shown in
Figures 8, 9, and 10.

The results indicate that, for explosion (Scenario 1) and
industrial hazards (scenario 2), the city’s water treatment
plants ranked first, with a score of 4.1865, and, according
to the defined vulnerability levels, fell within the critical
category. In the case of environmental pollution (scenario
3), however, the surface water resources ranked first with
a score of 3.6969 and were classified within the high vul-
nerability level, indicating the need for safety measures
and vulnerability-reduction actions.

Conclusion

In this study, the vulnerability of the water and wastewa-
ter assets of Hamedan City—one of the most important
cities in western Iran—to human-made disasters was as-
sessed using an optimization-model-based approach. The
results of the preliminary vulnerability assessment of the
physical assets of the water and wastewater system, con-
ducted using the integrated simultaneous evaluation of
criteria and alternatives (SECA)— geographic information

Table 6. Normalized values of 7ij and oj

system method, indicated that, among the vulnerability
assessment criteria, system redundancy, with a weight of
0.2467, safety and security weakness, with a weight of
0.1806, and system dependency, with a weight of 0.1532,
ranked first to third, respectively. Among the physical as-
sets, water treatment plants, water pumping stations, and
surface water resources ranked first to third in terms of
vulnerability, respectively.

To validate the proposed operational model, the vulner-
ability of Hamedan’s water and wastewater assets was
reassessed under three plausible scenarios: explosion,
industrial hazards, and environmental pollution. The re-
sults showed that the city’s water treatment plants, with a
score of 4.1865, constituted the highest-priority asset and
ranked first under both the explosion scenario (scenario
1) and the industrial hazards scenario (scenario 2). under
the environmental pollution scenario (scenario 3), surface
water resources, with a score of 3.6969, were identified as
the highest-priority asset and ranked first.

The consistency of these findings with the preliminary
assessment results, as well as with field observations and
findings from other available studies, demonstrates the ac-
curacy and validity of the model applied in this research.

Normalized values of n_jand o_j Normal oj Normal
V1 0.1522 0.1200
V2 0.1298 0.1947
V3 0.1824 0.1388
V4 0.1784 0.0941
V5 0.1719 0.1272
V6 0.1853 0.3252

Vejdani Nozar., et al. Vulnerability Assessment of Urban Water and Wastewater Physical Assets Under Man-made Disaster Scenarios. (2026). DMKP. 16(2), 174-213.
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Table 7. Criterion weights for different values of

Criteria B
Weights 0.1 0.2 0.3 0.4 0.5 1 2 3 4 5 6 7
V1 0.1462 0.1926 0.1810 0.1697 0.1630 0.1496 0.1425 0.1219 0.1395 0.1388 0.1383 0.1380
V2 0.6734 0.5188 0.4071 0.3459 0.3092 0.2357 0.1990 0.2124 0.1806 0.1769 0.1745 0.1727
V3 0.0010 0.0010 0.0413 0.0711 0.0890 0.1248 0.1427 0.1111 0.1517 0.1534 0.1546 0.1555
V4 0.0010 0.0010 0.0303 0.0568 0.0727 0.1045 0.1204 0.1052 0.1283 0.1299 0.1310 0.1317
V5 0.0912 0.2123 0.1986 0.1863 0.1790 0.1643 0.1569 0.1137 0.1532 0.1525 0.1520 0.1517
V6 0.0873 0.0743 0.1418 0.1701 0.1872 0.2212 0.2384 0.3357 0.2467 0.2484 0.2496 0.2504
Table 8. Vulnerability scores of assets for different values of
Vulnerable B
ResourceScore 44 0.2 03 04 05 1 2 3 4 5 6 7
D1 0.8766 0.8508 0.8124 0.7910 0.7782 0.7525 0.7397 0.7295 0.7333 0.7320 0.7312 0.7305
D2 0.5971 0.5631 0.5101 04793 0.4608 0.4239 0.4053 0.3989 0.3961 0.3943 0.3931 0.3922
D3 0.9938 0.9947 0.9899 0.9879 0.9867 0.9843 0.9831 0.9762 0.9825 0.9824 0.9823 0.9822
D4 0.6074 0.6117 0.6350 0.6474 0.6549 0.6697 0.6772 0.6892 0.6809 0.6816 0.6821 0.6825
D5 0.8585 0.8641 0.8580 0.8542 0.8519 0.8473 0.8449 0.8412 0.8438 0.8436 0.8434 0.8433
D6 0.7236  0.7207 0.7212 0.7187 0.7172 0.7141 0.7127 0.7297 0.7119 0.7117 0.7116 0.7116
D7 0.6135 0.6036 0.6288 0.6388 0.6448 0.6568 0.6628 0.7020 0.6658 0.6664 0.6668 0.6671
D8 0.5971 05663 0.5863 0.5931 0.5972 0.6054 0.6095 0.6590 0.6115 0.6119 0.6122 0.6124
D9 0.6263 0.5929 0.5953 0.5925 0.5908 0.5875 0.5859 0.6258 0.5850 0.5849 0.5847 0.5847
D10 0.6974 0.6882 0.7017 0.7043 0.7058 0.7089 0.7105 0.7514 0.7113 0.7114 0.7115 0.7116

Table 9. Ranking of asset vulnerability assessment criteria based on their obtained weights

Criterion Criterion Code Weight Rank
Inherent weakness V1 0.1395 5
Safety and security weakness V2 0.1806 2
Location V3 0.1517 4
Complexity Va4 0.1283 6
Dependency V5 0.1532 3
Redundancy V6 0.2467 1
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Figure 4. Variations in criterion weights for different values of 3

Figure 5. Variations in vulnerability scores of assets for different values of 8
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Table 10. Initial vulnerability scores and rankings of assets

Asset Code Score Rank

Surface water resources D1 0.7333 3
Groundwater resources D2 0.3961 10
Water treatment plants D3 0.9825 1
Water storage reservoirs D4 0.6809 6
Water pumping stations D5 0.8438 2
Water transmission lines D6 0.7119 4
Water distribution network D7 0.6658 7
Wastewater collection network D8 0.6115 8
Wastewater transmission lines D9 0.5850 9
Wastewater treatment plants D10 0.7113 5

System redundancy I 0.2467
Safety and security weakness I 01806
System dependency I 0.1532

Location / Site of deployment 0.1517
" I O
Inherent weakness 0.1355
I 0.1283

System complexity

1} 0.05 0.1 0.15 0.2 0.25 0.3

Figure 6. Ranking of asset vulnerability assessment criteria based on their obtained weights

Water treatment plants I 0.9825
Water pumping stations P 0.8438
Surface water sources I 0.7333

Water transmission lines I 0.7118
Sewage treatment plant P 07113
‘Water storage tanks PR 05809
Water distribution network s o655z
Sewage collection network " 06115
Sewage transmission lines  pu———Y 0585
Groundwater sources e 3051

0 02 04 06 0B 1 12

Figure 7. Initial ranking of assets based on vulnerability and obtained scores
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Table 11. Final vulnerability assessment of Hamedan urban water and wastewater assets in response to explosion (scenario 1)

Vulnerability
_ level
Safety and Low: 1sV<2
Intrmsu_: YUI- Protective  Location System.Com- System De- Redundaney Moderate:
Hazard / J— nerability Vulnerability plexity pendency 2<V<3  Asset Rank-
Threat sets High: 3<V=4 jng (Rank)
Critical:
4<V<5
0.1395 0.1806 0.1517 0.1283 0.1532 0.2467 Final Score
Surface water 3 4 3 3 3 2 2.9339 5
sources
Groundwater 2 3 2 3 3 2 2.4621 8
sources
Water treatment 4 4 5 5 5 3 4.1865 1
plants
Water storage 2 3 4 3 3 3 3.0122 4
reservoirs
Water pumping
Man-made stations 4 3 4 ° > ! 1009 ’
—explosion e
Watgr trgnsmls ) 2 3 3 3 3 2.6799 6
sion lines
Water distribu- 2 2 3 2 2 4 2.6451 7
tion network
Was.tewater col- ) 2 2 2 2 3 2.2467 9
lection network
Wastewater
transmission 2 2 2 2 2 3 2.2467 10
lines
Wastewater 3 3 3 3 5 3.4934 3

treatment plant

Figure 8. Vulnerability zoning map of Hamedan’s urban water and wastewater assets in response to explosion (scenario 1)
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Table 12. Final assessment of the vulnerability of Hamedan City’s water and wastewater assets to industrial hazards (scenario 2)

Vulnerability
Level
Intrinsic Vul- Safety a.nd . System Com- System De- bow: 1=V=2
Harard nerability Protective  Location B e Redundancy Moderate:  Asset
Ta;‘zraera t/ Assets Vulnerability 2<vs3  Ranking
High:3<V<4  (Rank)
Critical: 4<V<5
0.1395 0.1806 0.1517 0.1283 0.1532 0.2467 Final Score
Surface water 4 4 3 3 3 2 3.0734 4
sources
Groundwater 2 1 2 3 3 2 2.1009 9
sources
Water treatment 4 a 5 5 5 3 4.1865 1
plants
Water storage 2 2 4 3 3 3 2.8316 5
reservoirs
Water pumping 4 3 4 5 5 4 4.1009 2
Man-made stations
—industrial Watc_er tre-msmls- 2 2 2 3 3 3 2.5282 6
hazards sion lines
Water distribu- 1 2 3 2 2 4 2.5056 7
tion network
Wastewater col-
lection network ! 2 2 2 2 3 21072 °
Wastewater
transmission 1 2 1 2 2 3 1.9555 10
lines
Wastewater 3 3 2 3 3 5 3.3417 3

treatment plant

Figure 9. Vulnerability zoning map of Hamedan’s urban water and wastewater assets in response to industrial hazards (scenario 2)
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Table 13. Final assessment of the vulnerability of Hamedan City’s water and wastewater assets to environmental pollution (scenario

3)
Vulnerability
Level
Intrinsicvul-  Sarety and . System Com- System De- Low: 1=V<2
- Protective  Location R Redundancy poderate: Asset
Hazard / nerability | i plexity  pendency ’ -
1azard. Assets ulnerability 2<Vs3 Ranking
High: 3<v<4  (Rank)
Critical: 4<V<5
0.1395 0.1806 0.1517 0.1283 0.1532 0.2467 Final Score
Surface water 5 5 5 3 3 2 3.6969 1
sources
Groundwater 3 2 2 3 3 2 2.4210 5
sources
Water treatment 3 3 3 5 5 3 3.5630 2
plants
Water sto_rage 2 1 2 3 3 3 2.3476 6
reservoirs
Intentional Water pumping 3 1 1 g 5 4 3.1451 3
man-made — stations
environmen- :
tal pollution Wat(.ertrz'msmls— 2 1 1 3 3 3 2.1959 7
sion lines
Water distribu- 2 1 1 2 2 4 2.1611 8
tion network
Was.tewater col- 1 1 1 2 2 3 1.7749 9
lection network
Wastewater
transmission 1 1 1 2 2 3 1.7749 10
lines
Wastewater 1 1 1 3 3 5 2.5498 4

treatment plant

Figure 10. Vulnerability zoning map of Hamedan’s urban water and wastewater assets in response to environmental pollution (scenario 3)
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Furthermore, based on the implementation of the model
in Hamedan City, the main innovations of the proposed
model are as follows:

1. Identification of context-specific vulnerability assess-
ment criteria and their weighting through a multistage
screening process based on expert judgments.

2. Application of the simultaneous evaluation of criteria
and alternatives (SECA) method as an indigenous Iranian
method for assessing the vulnerability of assets to disas-
ters.

3. Development of a new structure and process for sce-
nario formulation.
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7. Simultaneous Evaluation of Criteria and Alternatives (SECA)
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