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ABSTRACT

The emergence of new terrorism threats and the increasing complexity of
urban infrastructures highlight the need for more resilient and sustainable systems capable of coping
with such adverse events. This systematic scoping review, while identifying the dimensions and thematic
areas of urban resilience against terrorist threats, aimed to map the thematic structure of existing studies
and identify drivers for strengthening urban resilience, thereby rethinking urban resilience planning in
the context of terrorist threats.

YIETEY This research employed a combination of bibliometric and thematic analyses. The bibliometric
study was conducted through a systematic field review. International (Scopus and Google Scholar) and
national (Islamic World Science Citation Center (ISC), Scientific Information Database (SID)) databases were
searched, and following the PRISMA protocol, 34 articles were selected for final analysis. Subsequently, a
critical review of these articles was undertaken to reorganize themes into topics and conduct an in-depth
study to extract common themes, with the goal of identifying the dimensions of urban resilience and the
drivers for strengthening urban resilience against terrorist threats.

EBMIE Based on the qualitative content analysis of the selected articles, 97 themes related to drivers
for strengthening urban resilience against terrorist attacks were identified. These themes were classified
into 34 components and 11 categories, representing the dimensions of urban resilience against terrorist
threats. The drivers within the emergency preparedness and response dimension showed the highest
frequency (20 themes). The next most frequent categories were governance and institutional capacity
building (13 themes); public awareness and empowerment (11 themes); urban infrastructure and
structural resilience (11 themes); urban control, inspection, and surveillance (9 themes); innovation
and new security technology (7 themes); security principles in urban planning and design (7 themes);
information and social communication (6 themes); health and social welfare (6 themes); economy and
investment (3 themes); and information management and protection (3 themes). Additionally, the
frequency of urban resilience drivers was identified and discussed across four areas: preventive and
protective measures against terrorism (46 drivers), mitigating and emergency response to terrorist attacks
(11 drivers), recovery after terrorist attacks (7 drivers), and adaptation to terrorist threats (36 drivers).
Urban resilience drivers against terrorist attacks consist of coordinated and systemic
measures and policies aimed at strengthening a city’s capabilities in prevention, response, recovery,
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Introduction

errorism remains a persistent and evolving

global threat with an expanding geographic

scope. The global terrorism index (GTI),

published by the Institute for Economics and

Peace (IEP), provides a comprehensive sum-
mary of key global terrorism trends and patterns based on the
number of terrorist incidents, fatalities, injuries, and hostages
taken in terrorist attacks (IEP, 2025). Terrorism in Iran has
shown an increasing trend in recent years, with 163 terror-
ist attacks recorded in 2024. Notable incidents include two
bomb explosions in Kerman during the funeral of Martyr
Soleimani (2023), which resulted in over 100 deaths and 284
injuries; the terrorist attack on the Shah Cheragh shrine in
Shiraz (2022); and the attack on the armed forces parade in
Ahvaz in 2018, causing 24 deaths and 68 injuries. Addition-
ally, the recent 12-day war represents another widespread
terrorist attack on Iran, claiming the lives of approximately
one thousand civilians in Tehran alone and damaging or de-
stroying about 3,600 buildings (ISNA, 2025).

The emergence of new terrorist threats and the increasing
complexity of urban infrastructure highlight the need for
more resilient and sustainable systems capable of coping
with such adverse events (Fischer et al., 2018). One signifi-
cant change in the trend of terrorist attacks is the increased
focus on civilians in places of mass urban gatherings (Chris-
tensen, 2020). In recent years, security in urban areas has
gradually become a central concern, drawing growing atten-
tion to citizens, institutions, and political forces (Ciaburro &
Tannace, 2020). However, research on urban environmental
security against terrorism remains limited (Christensen,
2020). Achieving sustainability requires strengthening ur-
ban resilience, and a comprehensive approach is necessary
to assess and enhance the resilience of urban infrastructure
(Fischer et al., 2018). Urban resilience against the diverse
and destructive threats posed by terrorism is crucial in terms
of community design, governance, and the efforts of urban
stakeholders to improve safety and security against activi-
ties vulnerable to terrorist attacks (Hadi, 2019). A resilient
city can reduce its vulnerability to terrorist attacks and re-
cover more quickly by adopting strategic and comprehen-
sive approaches. This demands a deep understanding of the
factors influencing urban resilience and the implementation
of strategies to strengthen them (Mirza et al., 2024). The re-
silience of modern societies increasingly depends on critical
infrastructure. Severe disruptions to critical infrastructure
are likely to create chaotic operational conditions, requiring
infrastructure service providers, emergency services, police,
municipalities, and other key stakeholders to act effectively
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to minimize damage and restore normal operations (Heino
etal., 2019).

In this context, there is growing interest in understanding
and addressing studies related to cities’ capacity to resist,
absorb, recover from, and adapt to a wide range of threats,
including terrorism, within the conceptual framework of
urban resilience. However, weaknesses and gaps remain in
the literature regarding the definition of its foundations, top-
ics, and characteristics (Bueno et al., 2021). Moreover, given
Iran’s geopolitical situation and the recent spread of terrorist
attacks, it has become increasingly necessary to identify the
dimensions of urban resilience and the drivers that strength-
en it, in line with comprehensive urban resilience planning
against terrorism.

Accordingly, this systematic scoping review aims to recog-
nize the dimensions and thematic areas of urban resilience
against terrorist threats and, by mapping the thematic struc-
ture of existing studies, seeks to identify drivers for strength-
ening urban resilience to rethink urban resilience planning in
the face of terrorist threats.

Literature review

Terrorism and terrorist threats: Terrorism is the deliber-
ate use of violence and intimidation, primarily by non-state
actors, to achieve political or ideological goals. These acts
may be carried out by individuals or groups with diverse
motivations, exhibiting either rational or irrational behavior.
The roots of terrorism are complex and multidimensional,
involving a range of underlying factors that fuel such acts
of violence. The UN General Assembly (UNGA) resolution
identifies four root causes of terrorism: colonialism; racism;
widespread violations of fundamental human rights and free-
doms; and foreign rule or occupation—systemic issues that
form the basis for terrorism (Ullah et al., 2018). A review of
global terrorism reports in recent years reveals a significant
shift in the trend of terrorist attacks, with an increased focus
on civilians in urban mass gathering places as frequent tar-
gets (Christensen, 2020). Urban markets, community halls,
metro train stations, airports, and places of worship have all
been sites of recent large-scale terrorist attacks worldwide.
Table 1 provides details of some of these attacks in urban
locations.

Urban resilience: Following recent crises such as Hurri-
canes Katrina (2005) and Sandy (2012) in the United States,
the concept of resilience has emerged globally as a new para-
digm for risk management and disaster reduction. The term
resilience has been defined in various ways, with the most
comprehensive definition provided by Meerow et al. (2016):
“Urban resilience refers to the ability of an urban system—

Nadafan., et al. (2026). Drivers of Urban Resilience Against Terrorist Attacks. DMKP. 16(1), 2-35.
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Table 1. Major recent terrorist attacks on urban infrastructure worldwide
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Country / Province / City (Year)

Number of Deaths and Injuries

Urban Infrastructure Targeted in the Terrorist Attack

Russia / Moscow / Krekus (2024)
Nigeria / Yobe / Tarmuwa (2024)
Iran / Kerman / Kerman (2024)
Afghanistan / Kabul (2022)
Iran / Shiraz (2022)
Pakistan / Peshawar (2022)
Afghanistan / Kabul (2021)
Iraq / Baghdad (2021)

Sri Lanka / Colombo and Negombo (2019)
Russia / Saint Petersburg (2017)
Iran / Tehran (2017)
Germany / Berlin (2016)

Turkey / Istanbul (2016)

144 dead and 551 injured
100 dead and 200 injured
95 dead and 284 injured
50 dead and 100 injured
15 dead and 40 injured
63 dead and 196 injured
183 dead and hundreds injured
32 dead and 110 injured
253 dead and 500 injured
15 dead and dozens injured
12 dead and 43 injured
12 dead and 56 injured

45 dead and 230 injured

A concert at Krekus City Hall

Arson attack on the market in Tarmuwa City

Bombing of the memorial ceremony for Martyr
Soleimani in Kerman City

Bombing of the city metro train in Kabul

Armed attack on the religious site of Shah Cheragh
Shrine

Bombing in the Red Bazaar of Peshawar
Suicide attack at Kabul Airport
Suicide bombing in Baghdad market
Bombing of churches in Sri Lanka

Suicide bombing in the city metro train

Shooting and suicide bombing at the Parliament
building

Truck attack on the Christmas market

Shooting and suicide bombing at Atatlrk Airport

and all of its constituent socio-ecological and socio-technical
networks across spatial and temporal scales—to maintain or
rapidly return to optimal functioning in the face of a distur-
bance, adapting to change and rapidly transforming systems
that limit current or future adaptive capacity.” This definition
highlights the systemic nature of resilience and underscores
the importance of considering the time dimension (Cariolet
etal.,2019).

Terrorist attacks are a complex and multifaceted phenom-
enon that requires comprehensive responses extending be-
yond mere security measures. A resilient city can reduce its
vulnerability to terrorist attacks and enhance its ability to
recover more rapidly by adopting strategic and holistic ap-
proaches. Achieving this requires a deep understanding of
the factors influencing urban resilience and the implementa-
tion of strategies that strengthen these factors (Mirza et al.,
2024).

Given Iran’s geopolitical situation and the recent increase
in terrorist attacks, it has become more essential than ever
to recognize the dimensions of urban resilience, as well as
the solutions and drivers that strengthen it, in alignment with
comprehensive urban resilience planning against terrorism.
Accordingly, this study systematically reviews the literature
in this field to identify the dimensions and thematic areas of
urban resilience against terrorist threats. It aims to provide a
thematic map of existing studies and to identify drivers for

strengthening urban resilience, thereby contributing to a re-
thinking of urban resilience planning in response to terrorist
threats.

Materials and Methods

This study employed a combination of bibliometric and
thematic analyses. Bibliometric analysis offers a comprehen-
sive overview of a large body of scientific literature and fa-
cilitates the evaluation of scientific output, including research
patterns of authors, journals, countries, and institutions. Ad-
ditionally, this method helps identify the latest developments
and emerging trends within a specific field of study.

The bibliometric analysis was conducted within the frame-
work of a systematic scoping review. Systematic scoping
reviews are valuable for synthesizing research evidence and
are often used to map the existing literature in a given field
in terms of its nature, characteristics, and volume. Gener-
ally, scoping reviews serve as a “diagnostic” tool—to clarify
working definitions and conceptual boundaries of a topic or
field. They are particularly useful when the body of litera-
ture has not yet been comprehensively reviewed or when it
is too large, complex, or heterogeneous to be subjected to
more systematic scrutiny (Peters & et al, 2015). Typically, a
review process consists of five steps: 1) defining the research
question, 2) identifying relevant studies, 3) selecting stud-
ies, 4) data mapping, and 5) integrating, summarizing, and
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reporting the results. Comprehensiveness and flexibility in
conducting searches are essential for the success of review
studies (Malley & Arksey, 2005; Daudt et al., 2013). Accord-
ingly, the research questions were formulated to identify rel-
evant studies, and primary studies were then located through
search engines and various databases. Table 2 presents the
search strategy used in international scientific databases
(Scopus, Google Scholar). For Persian-language studies, the
databases and search engines of the Islamic World Science
Citation Center (ISC), the Scientific Information Database
(SID), and Magiran were examined as the main sources in-
dexing scientific articles.

For study selection, a process based on the PRISMA dia-
gram (Figure 1) was designed, with inclusion and exclusion
criteria defined. These criteria included the availability of the
full text, the use of quantitative, qualitative, or mixed meth-
ods, and articles published in English or Persian between
2005 and 2025. The list of sources obtained from searches
across various databases was reviewed, and 81 articles were
selected after removing duplicate and repetitive titles. Fol-
lowing an abstract review based on the initial inclusion crite-
ria, 53 articles were chosen for full-text review. Finally, after
reviewing the full texts, 34 articles were selected for the final
review.

The content of the 34 selected studies, including 32 inter-
national articles and 2 Persian articles, was analyzed using
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thematic analysis. Thematic analysis is a common qualita-
tive research method that helps researchers understand and
interpret the meaning of data. In this study, the researchers
critically reviewed the articles to identify themes or patterns
in the findings. This process involved organizing the find-
ings into specific topics or clusters and examining them in
depth to extract common themes, with the aim of identifying
dimensions of urban resilience and drivers for strengthening
urban resilience against terrorist threats.

Based on the subject classification results, most articles
were in the field of social sciences (33%), followed by envi-
ronmental studies (17%), engineering sciences (15%), medi-
cine (8%), and computer sciences (5%). Figure 2 presents
the search results separately for the fields of terrorism and ur-
ban resilience, as well as combined. Terrorism has received
increasing attention in recent years, and urban resilience has
experienced significant growth over the last decade. A com-
bined graph of terrorism and urban resilience studies based
on location and year of publication is also provided.

Studies on terrorism by year of publication; Studies on ter-
rorism by country, Studies on resilience by year of publica-
tion; Studies on resilience by country; Studies on terrorism
and urban resilience by year of publication; Studies on ter-
rorism and urban resilience by country

Figure 1. Search and final selection stages of urban resilience studies against terrorist threats analyzed in a systematic scoping
review based on the PRISMA protocol (Source: Authors)

Nadafan., et al. (2026). Drivers of Urban Resilience Against Terrorist Attacks. DMKP. 16(1), 2-35.
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Table 3. Summary of the findings of the selected studies review of according to the purpose, method, and scope of the study

No. Ref. Title and Objective Method Location Subject
Adversarial machine learn-
ing for robust and secure Mathematical
1 Din et al. (2025) detection of unmanned model of machine Haripur, Pakistan Drone aerial attacks
aerial vehicles (UAVs) in learning algorithm
urban areas
iRl grban nelgh— Case study and Crowded gathering
. borhoods against terrorist . . .
2 Bitarafan et al. (2025) descriptive-analyti- Tehran, Iran places / commercial
e B (CREIE R i cal design and religious centers
Feiz neighborhood, Tehran) J g
Resilience and safety of .
3 Haiko (2025) transportation systems in Ma?themz.mcal Kyiv, Ukraine Road tunnels
. simulation
road tunnel planning
Economic spillover effects Econometric model Cameroon. Chad Urban areas tar-
4 Jedwab et al. (2025) of external attack shocks: analvsis and Ni' or ! geted by terrorist
Evidence from Boko Haram v g attacks
Systematic review of urban Selected global Urban plannin
5 Mirza et al. (2024) terrorism literature: Root Systematic review ede van p ng
. cities against terrorism
causes and thematic trends
The evolving security role, Crowded gather-
6 Coaffee (2024) Olympic display, and urban Case study Paris, France ing places / sports
planning legacy stadiums
Measuring resilience against L .
7 Navruz (2024) urban terrorist attacks: Descrl;ptti'lc\: ana Ankara, Turkey ﬁ;ci\gf;gi tga;hir;:egs
Kizilay Square, Ankara P ysq
Urban resilience assessment Giomrtee (il
8 Bittarafan et al. (2023) . . Case study Tehran, Iran places / commercial
model against aerial attacks . }
and residential
Recommendations regard- Comparative con- Japan, France, Tur- Passenger rail and
9 Petersen et al. (2023)  ing CBRN risks and threats in p ) pan, ! 6
. tent analysis key, and Canada metro sectors
rail and metro sectors
Protective anti-terrorism
security as part of planning,  Exploratory content Sl Cnibe Crowded gathering
10 Christensen (2022) . f . Melbourne, and .
design, and development of analysis ; places in urban areas
. . Australia
crowded places in Australia
Secure command and
1 Stocchero et al. (2022) co_ntrol fqr the Internet of Ma.athem:?mcal Brazil Military and C|y|l|an
Things using new network simulation cybersecurity
patterns
Risk reduction strategies Documentary
12 Quagliarini et al. (2021)  against terrorist acts in built ~ review and content Iz IR, LI LlisEly spaces prone
- . USA to terrorist attacks
urban environments analysis
Innovative urban protection . .
Warnstedt & Gebbeken — Experimental research on Numencal calcula- Barth Mark, Ger- Pmtec?'v.e hedges
13 e tions on laboratory for buildings and
(2020) the blast mitigation poten- many
A samples structures
tial of hedges
Enhancing smart city safety
. using sound event detec- Neural network
14 Ciaburro et al. (2020) Tokyo, Japan

tion based on deep neural
network algorithms

algorithm

Nadafan., et al. (2026). Drivers of Urban Resilience Against Terrorist Attacks. DMKP. 16(1), 2-35.
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Table 2. Search strategy for studies on urban resilience against terrorist threats in international scientific databases

Search Strategy for studies in international databases

TITLE-ABS-KEY (urban resilience AND (urban terrorism OR (counter terrorism) OR (anti-terrorism) OR (Terrorist threat) OR ((terrorism
attacks)))) AND PUBYEAR > 2004 AND PUBYEAR < 2026 AND PUBYEAR > 2004 AND PUBYEAR < 2026 AND (limit-to (DOCTYPE, “ar”)) AND
(LIMIT-TO (language, “English”))

Results

Based on the 34 studies selected through the PRISMA pro-
tocol, a field review was conducted and analyzed from the
perspectives of thematic context, purpose, and methodology.
In general, many studies focused on principles of security
and crime prevention through urban environmental design.
Christensen links the planning, design, and development
of real estate in crowded areas to counter-terrorism efforts,
emphasizing the need to develop standards for the planning,
design, construction, and management of real estate assets
(Christensen, 2022). Navruz assessed resilience in respond-
ing to urban terrorist attacks in Ankara’s Kizilay Square by
analyzing the security measures of this critical area. He pro-
posed integrating the principles of “crime prevention through
environmental design” into its planning and design, based on
traffic control methods, the use of surveillance technologies,
strategic placement of urban furniture, and the deployment
of innovative barriers (Navruz, 2024). Regarding innovative
protective measures, Warnstedt and Gebbeken investigated
the potential of plants to reduce blast damage to buildings.
They demonstrated that using plant species in hedges re-
duced the effects of blast waves by an average of 40%. These
findings enable urban planners, landscape architects, and en-
gineers to incorporate plants into future protective strategies,
thereby increasing the resilience of urban areas against bomb
attacks (Warnstedt & Gebbeken, 2020).

Maris et al. examine the resilience of historic public build-
ings to terrorist blasts within the context of historic monu-
ment conservation, analyzing the Slovak National Theatre
from the perspective of blast protection (Maris et al., 2017).
Additionally, studies focusing on urban rail transport and
metro stations—as locations vulnerable to terrorist attacks—
and the provision of protective and surveillance measures
have also attracted significant interest (Petersen et al., 2023;
Gomba, 2015).

Another group of studies focused on the application of new
technologies, specifically detection algorithms using artifi-
cial intelligence, as well as the surveillance and detection
capabilities of unmanned aerial vehicles (UAVs), such as
drones. In this context, Din et al. designed a cognitive arti-
ficial intelligence model for detecting UAVs using machine

learning techniques (Din et al., 2025). Ciaburro and Iannace
enhanced smart city safety by developing sound event detec-
tion methods based on deep neural network algorithms; for
drone detection, they proposed sensors capable of measuring
drone-emitted sounds alongside deep neural network algo-
rithms for spectral identification (Ciaburro & lannace, 2020).
Liu et al. introduced a two-level control framework based
on reinforcement learning to manage a swarm of drones
for continuous surveillance of unknown urban areas, dem-
onstrated through simulation (Liu et al., 2020). In addition
to new technologies in diagnostics, emphasis is also placed
on cybersecurity and information protection. In this regard,
Stocchero et al. discuss secure command and control for the
Internet of Things using novel network architectures. They
highlight challenges related to informed decision-making,
network-based capabilities, and agile command and control
systems, stressing the importance of timely and secure dis-
semination of information obtained from connected devices
such as radars, UAVs, sensors, armored combat vehicles, and
wearable devices (Stocchero et al., 2022).

Another area of focus is the analysis of news media and
social networks. Brajawidagda et al. investigated online
news and Twitter activity during the Jakarta terrorist attack,
highlighting Twitter’s potentially critical role in mobiliz-
ing resources for faster recovery from the attack and, con-
sequently, enhancing urban resilience (Brajawidagda et al.,
2017). Table 3 summarizes the review of studies according
to thematic areas, research methodologies, and the spatial
scope of the selected articles.

Next, based on the qualitative thematic analysis of the stud-
ies, an effort was made to extract the drivers for strength-
ening urban resilience against terrorist threats from their
findings as themes. In this process, 97 themes were grouped
into 34 sub-themes, identified as components, and further or-
ganized into 11 thematic areas, representing the dimensions
of urban resilience against terrorist threats. Table 4 and Fig-
ure 3 present the dimensions, components, and drivers for
strengthening urban resilience against terrorist threats.

Figure 4 also presents the dimensions and components ac-

cording to the frequency of thematic areas. The drivers of
resilience enhancement in the field of emergency prepared-

Nadafan., et al. (2026). Drivers of Urban Resilience Against Terrorist Attacks. DMKP. 16(1), 2-35.
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Figure 2. Trends in articles on terrorism and urban resilience by territory and year of publication, separately and combined

ness and response showed the highest frequency, with 20
urban resilience drivers. The next highest ranks are gover-
nance and institutional capacity building (13 drivers); pub-
lic awareness and empowerment (11 drivers); urban infra-
structure and structural resilience (11 drivers); urban control,
inspection, and supervision (9 drivers); innovation and new
security technologies (7 drivers); security principles in urban
planning and design (7 drivers); information and social com-
munication (6 drivers); health and social welfare (6 drivers);
economy and investment (3 drivers); and information man-
agement and protection (3 drivers).

Discussion

A comprehensive resilience framework encompasses pre-
vention and protection, mitigating and response, recovery
and adaptation, and compromise (Fischer et al., 2018). Ac-
cordingly, the studies were discussed in line with these four

resilience domains. In general, prevention and protection
drivers focus on actions taken before terrorist attacks; miti-
gating and response drivers address the emergency phase
during terrorist attacks; and recovery and adaptation drivers
concentrate on the period following terrorist attacks. The fol-
lowing summarizes the studies within each domain.

Preventive counterterrorism drivers: Infrastructure ret-
rofitting focused on urban spatial security involves a com-
prehensive physical-spatial analysis of the city to enable
forward-looking planning of urban infrastructure and struc-
tures (Mirza et al., 2024). This includes considering the lo-
cation of hazardous facilities near residential areas and the
concentration of defense industry activities within urban
zones (Bitarafan et al., 2023). Some studies have assessed
vulnerabilities based on locations prone to terrorism (Mon-
stadt & Schmidt, 2019) and emphasized designing math-
ematical models to evaluate the vulnerability of buildings

Nadafan., et al. (2026). Drivers of Urban Resilience Against Terrorist Attacks. DMKP. 16(1), 2-35.
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Table 4. Dimensions, components, and drivers of urban resilience against terrorist threats

Dimensions, Components, and Drivers of Urban Resilience Against Terrorist Threats

Dimen-
sion

Components

Drivers for Strengthening Urban Resilience Against Terrorist Threats

$2JN1ONJ1S pue BinJonJisesul uegun Suiuayisuaiis

ugisap
pue Sujuueld ueqdn uj sajdipurd Ajundas

Buip|ing Aypeded jeuonnisul pue SdULUISAOD

Physical—spatial struc-
tural security

Strengthening vulnerable
infrastructure

Continuity of critical
infrastructure functions

Environmental security
engineering

Crime prevention
through environmental
design (CPTED)

Protection of valuable
assets

Anti-terrorism insti-
tutional and legal
structures

Participation of public,
private and social institu-
tions

Cooperation between
military forces and urban
civilian organizations

Participation of volun-
teer forces

- Comprehensive physical-spatial analysis in public arenas and private spaces and integration of the
weaponization potential of spaces in the design of urban infrastructures and structures (Mirza et
al,, 2024)

Relocation and transfer of hazardous facilities away from residential areas (Bitarafan et al., 2023)
Reducing the concentration of defense industries in urban areas (Bitarafan et al., 2023)

Establishing temporary shelters and recovery zones in building designs (Quagliarini et al., 2021)

- Vulnerability assessments based on terrorism-prone locations (Monstadt & Schmidt, 2019)
Designing vulnerability assessment models for buildings against attacks (Bitarafan et al., 2023)
Developing mathematical models to assess urban area vulnerability (Fischer et al., 2018)

Resilience based on spatial accessibility principles to main streets, entrances and exits, access to
private and public spaces, and city centers (Matijosaitiene & Petriashvili, 2017)

Strengthening road tunnel networks through planning using simulation models, forecasting, and
evidence-based transportation network policy guidance (Haiko et al., 2025)

- Attention to interdependencies among critical infrastructures and latent vulnerabilities in urban
systems (Heino et al., 2019)

Managing interdependent infrastructure as a key prerequisite for urban resilience (Monstadt &
Schmidt, 2019)

Considering security as an essential component and integrating it seamlessly into the built urban
environment (Kapoor, 2018)

Adopting security principles through design and transforming security infrastructure into a less vis-
ible but permanent physical legacy

Using protective elements subtly within street furniture and landscape architecture (Warnstedt &
Gebbeken, 2020)

Integrating CPTED principles via traffic control methods, surveillance technologies, targeted ar-
rangement of urban furniture, and deployment of innovative barriers (Navruz, 2024)

Police policies to counter vehicle attacks by securing crowded urban places with barriers and secu-
rity fencing in public spaces (Chambers & Andrews, 2019)

Installing lighting systems for outdoor spaces and primarily low-light indoor building conditions
(Quagliarini et al., 2021)

Protecting historic public buildings against terrorist blasts within the framework of monument con-
servation (Maris et al., 2017)

Crisis management institutional structures and the existence of plans and regulations (Bitarafan et
al., 2023)

Reforming counter-terrorism governance at local, provincial, and national levels (Mirza et al., 2024)
Participation of civil society institutions, specialized organizations, and individual actors within the
framework of a common strategy

Integrating resilience management laws into urban policymaking processes (Mirza et al., 2024)
Developing regulations and standards for the design and development of real estate in crowded
places as part of urban counter-terrorism planning (Christensen, 2022)

- Continuous interaction and meaning-making among actors and the need for shifts in thinking,
problem definition within administrative structures, geographical boundaries, and authorities (Hei-
no et al., 2019)

People engagement with local institutions (councils and municipalities) (Bitarafan et al., 2023)
Developing participatory strategies through local threat awareness and neighborhood assemblies,
fostering cooperation with economic and religious organizations (Mirza et al., 2024)
Interprofessional counter-terrorism solutions and involvement of a broad range of government, pri-
vate, and social stakeholders in planning, construction, and management of public spaces (Coaffee
et al., 2008)

The need for flexible and adaptable military forces capable of cooperating with civil organizations
and coalitions in field and urban management scenarios (Stocchero et al., 2022)

Strengthening cooperation between urban management institutions and police authorities (Mirza
etal., 2024)

Official recognition of trained non-specialist volunteers by local and state authorities as a vital re-
source in the governance asset chain (Mosley et al., 2012)Strengthening collaboration between ur-
ban management institutions and police and law enforcement agencies (Mirza et al., 2024)
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Monitoring and inspec-
tion of sensitive areas

Operational monitoring
and control

Timely information dis-
semination

Response to information
needs

Cybersecurity

Emergency leadership
and command

Diagnostic systems and
early security warnings

Emergency response pre-
paredness programs

Search and rescue opera-
tions

Sheltering and emer-
gency evacuation

Emergency accommoda-
tion

Applying control frameworks to manage drone swarms for continuous surveillance of unknown ur-
ban areas to maintain battlefield awareness (Liu et al., 2020)

Establishing vital control centers in high-density population areas (Bitarafan et al., 2023)

Using coordinated and centralized CCTV systems in metro stations and trains (Petersen et al., 2023)
Regular inspections to neutralize bomb threats in metro stations and trains (Petersen et al., 2023)
Employing video surveillance systems to monitor crowd conditions

Deploying security personnel in buildings and at large outdoor gatherings

Controlling access to data related to pedestrian presence in crowded environments

Segmenting crowded areas based on population dynamics and human behavior (Quagliarini et al.,
2021)

Strengthening monitoring through national policies for the effective management of critical infra-
structure, considering significant competition among urban decision-makers (Monstadt & Schmidt,
2019).

Ensuring timely and secure dissemination of information obtained from connected devices, such as
radars, unmanned aerial vehicles (UAVs), sensors, armored combat vehicles, and wearable devices
(Stocchero et al., 2022).

Addressing the emerging informational needs of diverse populations in vulnerable locations after
attacks to enable public response (Vaughan et al., 2012).

Revising security communications and information dissemination in light of terrorists’ exploitation
of cyber systems (Patrick Keenan, 2019).

Informed decision-making combined with network-based skills and agile command and control sys-
tems in headquarters and the battlefield (Stocchero et al., 2022).

Secure command and control using the Internet of Things and new network-based patterns (Stoc-
chero et al., 2022).

Existence of incident command systems (Bitarafan et al., 2023).

Detecting the presence of drones in urban acoustic environments, both open and enclosed, using
algorithms based on deep neural networks (Ciaburro & lannace, 2020).

Designing and configuring early warning systems for attacks and public alerts (HADI, 2019).
Utilizing artificial intelligence to detect the presence of unmanned aerial vehicles (Din et al., 2025).

Involving vulnerable groups in preparedness actions against terrorist threats in metro systems (Pe-
tersen et al., 2023).

Preparedness exercise programs for responding to aerial attacks (Bitarafan et al., 2023)

Access to emergency response spaces including fire stations, hospitals, relief centers, police stations,
and law enforcement (Bitarafan et al., 2023)

Availability of emergency response teams (Bitarafan et al., 2023)

Forecasting emergency services and rescue operations according to population density in urban
areas (Bitarafan et al., 2023)

Emergency planning for the evacuation and return of survivors of terrorist attacks in metro stations
and trains (Petersen et al., 2023)

Assessing the efficiency of evacuating survivors, which is mainly influenced by access to sufficient
emergency exits, the number of evacuees, and local conditions, to ensure the safe evacuation of
passengers (Gomba & Bradacova, 2015)

Creating alternative routes and evacuation paths during attacks (Bitarafan et al., 2023)

Locating evacuation and temporary shelter centers on vacant lands and open spaces, creating open
spaces in central and deteriorated urban fabrics (Bitarafan et al., 2023)

Planning emergency evacuation using evacuation simulators considering the number of users, their
types, and behaviors

Designing shelters with consideration for user safety and potential needs in emergencies (Quaglia-
rini et al., 2021)

Forecasting sheltering space proportional to population density (Bitarafan et al., 2023)

Designing temporary accommodation centers and multifunctional spaces (Bitarafan et al., 2023)
Creating multifunctional spaces to serve as emergency relief and temporary accommodation
centers(Bitarafan et al., 2023)
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Public awareness and
vigilance

Civic education

Training and empower-
ment of specialized
personnel

Health and Medical
Services

Mental Health Services

Health of vulnerable
populations and special
groups

Media and social net-
works

Environmental informa-
tion

Organizational commu-
nications

Economic activities and
business

Investment and Financ-
ing of Security

Data-driven modern
protective technologies
(Al, Drones, Internet of

Things, etc.)

Protective innovations

Enhancing public awareness to improve preparedness and responsibility in managing the risk of ter-
rorist attacks (Coaffee & Rogers, 2008)

Raising awareness and vigilance of passengers and staff inside trains and metro stations against ter-
rorist threats (Petersen et al., 2023)

Increasing people’s awareness of emerging threats (Bitarafan et al., 2023)

Creating collective discourse about implementing counter-terrorism measures in urban spaces
(Mirza et al., 2024)

The need for training local urban service companies (Monstadt & Schmidt, 2019)

Educating citizens on safety regulations (Bitarafan et al., 2023)

Emphasizing civic education and participatory capacity building for citizens (Mirza et al., 2024)
Developing specialized human resources, including urban sociologists (social network analysis),
urban policymakers (strategic document development), infrastructure engineers (designing critical
networks), urban data scientists (risk modeling), spatial planners (physical-functional organization),
and crisis managers (emergency response) (Mirza et al., 2024).

Capacity building and empowerment of responsible institutional staff (Bitarafan et al., 2023)

The need to improve leadership capabilities for crisis preparedness programs in urban communities
(Mosley et al., 2012)

The necessity of maintaining strong military capabilities for effective counter-terrorism (Mirza et
al., 2024)

The need for a coordinated pre-hospital response system to terrorist attacks
Hospital programs focusing not only on triage, patient registration, and tracking but also on com-
munication, coordination, and security issues (El Sayed et al., 2018)

Emphasizing communal living in facing terrorist attacks (Braun & Sagy, 2014)

Training social service providers in crisis mental health knowledge; equipping them with skills (self-
efficacy) to provide psychological first aid and grief support services (Mosley et al., 2012)
Integrating psychosocial interventions for children in communities, local schools, social institutions,
and medical centers to address all aspects of children’s lives holistically (Hamiel et al., 2013)
Emphasizing the participation of vulnerable groups in preparedness actions against terrorist threats
in metro trains (Petersen et al., 2023)

Strengthening the role of media and social networks as key capabilities for faster recovery following
terrorist attacks, thereby enhancing resilience (Brajawidagda et al., 2016).

Examining causal relationships among factors involved in spreading misinformation related to ter-
rorism

Investigating citizen behavioral patterns in disseminating authentic and misleading terrorism-relat-
ed news in media through field studies (interviews, surveys) (Mirza et al., 2024)

Installing “bomb alert” notices and announcements in metro stations and trains (Petersen et al.,
2023)

Access to emergency communication networks in response to attacks (Bitarafan et al., 2023)
Effective organizational communication regarding changing conditions and uncertainties related to
recovery needs and temporary accommodation of terrorist attack victims (Vaughan et al., 2012)

Focusing on economic recovery in poorer areas considering the impact of terrorist attacks on the
loss of small businesses or restrictions on regional economic activities (Jedwab et al., 2025)
Protecting the tourism sector given the lasting impact of terrorist events on the tourism industry in
the long term (Mirza et al., 2024)

Investing in citizen safety through awareness of terrorist threats and considering the costs of coun-
ter-terrorism measures (Quagliarini et al., 2021)

Employing modern technologies to enhance threat assessment capacities, risk reduction, and crisis
management (Mirza et al., 2024).

Coordinating network services against cyberattacks using sensor data analysis and the Internet of
Battlefield Things (10BT) (Stocchero et al., 2022).

Applying population behavior simulation approaches to evaluate the effectiveness and feasibility of
integrated terrorism risk reduction strategies (Quagliarini et al., 2021)

Using deep neural network-based algorithms to detect drones in urban acoustic environments, both
open and enclosed (Ciaburro & lannace, 2020)

Applying cognitive artificial intelligence models for detecting unmanned aerial vehicles (UAVs) using
machine learning techniques (Din et al., 2025)

Monitoring intelligent threats and forecasting preventive actions and neutralization of terrorist net-
works (Mirza et al., 2024)

Using plants with properties that reduce blast waves from terrorist bomb attacks near building
hedges (Warnstedt & Gebbeken, 2020)
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Figure 3. Conceptual model of dimensions and components of urban resilience against terrorist threats

and urban areas to attacks (Bitarafan et al., 2023; Fischer et
al., 2018). Others have highlighted retrofitting based on prin-
ciples of spatial access to main streets, entrances and exits,
access to private and public spaces, and access to the city
center (Matijosaitiene & Petriashvili, 2017). Regarding the
continued functioning of critical infrastructures, attention to
the interdependencies among critical infrastructures and the
inherent vulnerabilities within urban systems (Heino et al.,
2019), as well as the management of these interdependen-
cies, is a key prerequisite for urban resilience (Monstadt &
Schmidt, 2019).

Many studies on prevention have emphasized the principles
of security in urban planning and design, focusing on envi-
ronmental security engineering through urban space design
and the discreet use of protective elements integrated into
street furniture and landscape architecture (Kapoor, 2018;
Coaffee, 2024; Warnstedt & Gebbeken, 2020). The integra-
tion of “crime prevention through environmental design”
principles as preventive measures is highlighted in numer-
ous studies, including the installation of fences, lighting sys-
tems, and innovative surveillance and security technologies
(Navruz, 2024; Chambers & Andrews, 2019; Quagliarini et
al., 2021). Additionally, the creation of temporary shelters
and recovery areas within building designs is also consid-
ered a safety and preventive measure (Quagliarini et al.,

2021). Rethinking security communications and information
dissemination in light of terrorists’ misuse of cyber systems
(Patrick Keenan, 2019), along with urban control, inspec-
tion, and surveillance through the establishment of critical
control centers in densely populated areas (Bitarafan et al.,
2023), are also emphasized. Preventive security solutions in-
clude applying control frameworks to manage drone swarms
for continuous surveillance of unknown urban areas (Liu
et al., 2020), as well as using coordinated and centralized
CCTV systems in urban metro stations and trains, combined
with regular inspections to neutralize bomb threats (Petersen
et al., 2023). Raising public awareness and vigilance, along
with fostering collective citizen discourse on the implemen-
tation of counter-terrorism measures in urban spaces (Mirza
et al., 2024); addressing the need for training urban service
companies (Monstadt & Schmidt, 2019); and increasing
citizens’ awareness of various terrorist threats while educat-
ing them on safety regulations (Bitarafan et al., 2023) are all
critical. Modern technologies are employed to coordinate
network services against cyberattacks by analyzing sensor
data and leveraging the internet of battlefield things (IoBT)
(Stocchero et al., 2022). Additionally, monitoring intelligent
threats and forecasting preventive actions, as well as neutral-
izing terrorist networks, are key components of this approach
(Mirza et al., 2024). Innovative protective strategies, such as
using plants with properties that reduce blast waves from ter-
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Figure 4. Drivers of urban resilience against terrorist threats by thematic dimensions

rorist bomb attacks, are also emphasized (Warnstedt & Geb-
beken, 2020).

Regarding the drivers of attraction and emergency re-
sponse to terrorist attacks, the focus is on leadership and
command during emergencies, supported by network-based
decision-making systems and secure command and control
(Stocchero et al., 2022), as well as the presence of an inci-
dent command system (Bitarafan et al., 2023). Early security
warning and citizen notification systems are also emphasized
(HADI, 2019). Given the importance of detecting unmanned
aerial vehicles, some studies (Ciaburro & lannace, 2020;
Din et al., 2025) have proposed algorithms for identifying
drones in urban environments. Emergency preparedness
programs highlight the deployment of emergency response
teams, access to emergency communication networks, and
training programs for responding to attacks (Bitarafan et al.,
2023), along with addressing emerging information needs to
support public response (Vaughan et al., 2012). Research on

emergency shelter and evacuation has focused on establish-
ing evacuation routes, predicting population behavior, and
planning sheltering spaces (Quagliarini et al., 2021; Petersen
et al., 2023; Gomba & Bradacova, 2015). Finally, emergen-
cy shelter and the design of multi-purpose refuge spaces are
considered essential components within the domain of emer-
gency mitigating and response to terrorist attacks (Bitarafan
etal., 2023).

In the context of recovery drivers after terrorist attacks, em-
phasis is placed on health and medical services (El Sayed
et al., 2018), mental health services (Braun & Sagy, 2014),
and the health of vulnerable and specific groups (Hamiel et
al., 2013). Additionally, strengthening the role of media and
social networks is recognized for its significant potential to
accelerate recovery (Brajawidagda et al., 2016), along with
attention to the economic recovery of poorer areas affected
by the loss of small businesses (Jedwab et al., 2025).

Figure 5. Drivers of urban resilience against terrorist threats by thematic dimensions
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In the context of drivers of adaptation to terrorist threats,
emphasis is placed on institutional and legal counterter-
rorism structures, reforming governance frameworks at
local, provincial, and national levels, and integrating resil-
ience management into urban policy and decision-making
processes (Mirza et al., 2024). The participation of public,
private, and social institutions in developing interdisciplin-
ary solutions to combat terrorism, along with the interac-
tion between citizens and local institutions, and the need for
changes in mindset, the development of participatory strate-
gies, and shifts in authority are all considered key adaptation
capacities (Heino et al., 2019). The necessity for cooperation
between military and civilian forces (Stocchero et al., 2022)
and the recognition of non-specialized trained volunteers as
vital resources within the government asset chain (Mosley
et al., 2012) represent additional dimensions of adaptation.
Other studies highlight strategies such as developing special-
ized human resources—including urban sociologists, urban
policymakers, infrastructure engineers, urban data scientists,
spatial planners, and crisis managers (emergency response)
(Mirza et al., 2024)—capacity building and empowerment
of employees in responsible institutions (Bitarafan et al.,
2023), and maintaining strong military capabilities to effec-
tively combat terrorism (Mirza et al., 2024) as essential for
adapting to terrorist threats.

As observed, the focus of studies is primarily on two areas:
preventive counter-terrorism measures (46 drivers) and ad-
aptation to terrorist threats (36 drivers), which have the most
themes for strengthening urban resilience against terrorist
threats (Figure 5). In the areas of mitigating and emergency
response to terrorist attacks (21 drivers) and recovery after
terrorist attacks (7 drivers), fewer drivers have been present-
ed in the studies.

Conclusion

The emergence of new terrorist threats and the increasing
complexity of urban infrastructure underscore the need for
more resilient and sustainable systems capable of withstand-
ing such adverse events (Fischer et al., 2018). One of the
most notable shifts in terrorist attacks is the recent emphasis
on civilians in urban mass gathering places as frequent tar-
gets (Christensen, 2020). Urban markets, community halls,
metro train stations, airports, and places of worship have
all been sites of recent large-scale terrorist attacks in cities
worldwide. In this context, there is growing interest in study-
ing and addressing the capacity of cities to resist, absorb, re-
cover from, and adapt to a wide range of threats—including
terrorism—within the conceptual framework of urban resil-
ience. However, weaknesses and gaps remain in the litera-
ture regarding the identification of its foundations, themes,
and characteristics (Bueno et al., 2021).

Spring 2026. Vol 16. Issue 1

This systematic scoping review, while recognizing the di-
mensions and thematic areas of urban resilience against ter-
rorist threats and providing a map of the thematic structure of
existing studies, aimed to identify drivers for strengthening
urban resilience in order to rethink urban resilience planning
against terrorist threats. Accordingly, a review framework
was designed based on a bibliographic approach and content
analysis. By reviewing national and international scientific
databases and following the PRISMA protocol, 34 articles—
including 32 in English and 2 in Persian—were selected for
analysis from the perspectives of thematic context, purpose,
and method. Thematic analysis of the texts of these selected
articles was conducted, and efforts were made to extract
drivers for strengthening urban resilience against terrorist
threats from their findings as primary codes. In this process,
97 themes were classified under 34 subthemes as compo-
nents and 11 thematic contexts as dimensions of urban resil-
ience against terrorist threats. Among the resilience-enhanc-
ing drivers, those related to emergency preparedness and
response showed the highest frequency (20 urban resilience
drivers), followed by governance and institutional capacity
building (13 drivers), public awareness and empowerment
(11 drivers), urban infrastructure and structural resilience (11
drivers), urban control, inspection, and surveillance (9 driv-
ers), innovation and new security technologies (7 drivers),
security principles in urban planning and design (7 drivers),
information and social communication (6 drivers), health and
social welfare (6 drivers), economy and investment (3 driv-
ers), and information management and protection (3 drivers).
Furthermore, considering the stages of urban resilience, the
frequency of drivers was classified and discussed in four ar-
eas: preventive and protective measures against terrorism,
mitigating and emergency response to terrorist attacks, and
adaptation to terrorist threats. Overall, studies focused most
heavily on preventive measures against terrorism (46 driv-
ers) and adaptation to terrorist threats (36 drivers), which
presented the greatest number of themes for strengthening
urban resilience. Additionally, 21 drivers were identified
for mitigating and emergency response to terrorist attacks,
and 7 drivers for recovery after terrorist attacks. Based on
these findings, the following suggestions are proposed for
strengthening urban resilience against terrorist threats:

The need for participatory governance and institutional
capacity building for counterterrorism: It is essential to re-
view the institutional and legal frameworks of counterterror-
ism at both national and municipal levels to clarify roles and
responsibilities and to strengthen the legal and institutional
basis for involving military institutions and civilian urban
management organizations. This will facilitate the integra-
tion of urban resilience drivers into counterterrorism policy-
making processes. Additionally, the participation of public,
private, and social institutions in providing multidisciplinary
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solutions should be promoted, along with continuous inter-
action between stakeholders, citizens, and local institutions.
Strengthening the involvement of trained local volunteers in
participatory governance and capacity building for counter-
terrorism is also crucial.

Strengthening economic capacities, investment, and fi-
nancing of counterterrorism resilience: The costs associated
with counterterrorism measures should be financially sup-
ported as investments in safety and infrastructure resilience,
both at the government level and through the social partici-
pation of all stakeholders. In this regard, investment through
financial funds and compensation via insurance mechanisms
is recommended. Furthermore, considering the lasting eco-
nomic impacts of terrorist events and the loss of businesses,
special attention should be given to strengthening economic
recovery in affected areas.

Promoting public awareness of terrorist threats: Increas-
ing public awareness of terrorist threats, educating citizens,
and fostering a collective discourse about the use of counter-
terrorism measures in urban spaces are essential. Empha-
sizing capacity building and citizen participation is crucial
to prepare individuals to identify suspicious behaviors and
understand how to respond in the event of a terrorist attack,
thereby enhancing prevention and protection efforts in urban
environments.

Securing infrastructure and structures in urban areas:
Strengthening the security of urban areas may require relo-
cating hazardous facilities away from residential zones, re-
ducing the concentration of defense industry activities within
cities, and incorporating temporary shelters and recovery ar-
eas into building designs.

Reinforcing vulnerable infrastructures prone to terrorist
attacks: It is recommended to assess vulnerabilities and re-
inforce infrastructure based on principles such as spatial ac-
cess to main streets, entrances and exits, access to private and
public spaces, and proximity to city centers. Anticipating and
implementing solutions to strengthen locations vulnerable to
terrorism in urban areas is essential.

The need to incorporate protection and security principles
in urban planning: Security must be regarded as an essential
and integrated component of the built urban environment.
Many studies emphasize security and crime prevention
principles based on urban design. Integrating the concept of
“crime prevention through environmental design” into urban
planning and design is proposed, utilizing methods such as
traffic control, invisible protective elements, surveillance
technologies, strategic placement of urban furniture, and the
installation of innovative barriers.

' Disaster Prevention and
‘ Management Knowledge

Urban control, inspection, and surveillance of sensitive ar-
eas prone to terrorist attacks: It is recommended to establish
critical control centers in high-density population areas using
a coordinated and focused system of covert security forces,
CCTV cameras, and video surveillance systems. These cen-
ters should monitor conditions continuously and conduct
regular inspections to neutralize potential threats in urban
spaces and mass gathering locations.

Strengthening leadership, command, and coordination
in response to terrorist threat emergencies: Command and
control principles based on network decision-making mod-
els and the enhancement of leadership skills during terror-
ist attacks should be prioritized. Activating a unified com-
mand system for emergency response to terrorist incidents is
strongly recommended.

Planning emergency preparedness and response plans
based on the risk of terrorist attacks: It is essential to ensure
access to fire services, hospitals, relief centers, police, and
law enforcement facilities in sensitive and vulnerable ur-
ban areas. Relief services and rescue operations should be
planned in proportion to the population density of these ar-
eas. Additionally, response readiness drills and the deploy-
ment of emergency response teams tailored to different types
of terrorist threats should be implemented.

Establishing early warning systems, emergency shelters,
and evacuation procedures: Early warning systems must be
designed and adapted to the specific types of terrorist attacks.
Providing clear information to the public about emergency
shelters and evacuation procedures is crucial, considering the
location of shelters and safe zones relative to the urban popu-
lation and their potential needs. Evacuation routes during at-
tacks should also be clearly designated and communicated.

Emphasis on health, social welfare, and support for vulner-
able and special groups during terrorist attack crises: There
is a need for a coordinated system of pre-hospital response
and medical services that maintains security while providing
psychological first aid and grief support. Special attention
should be given to psychosocial interventions for children,
the elderly, and other groups with special needs during and
after terrorist attacks.

Timely dissemination of information, cybersecurity, and
addressing information needs during terrorist attacks: En-
suring the timely and secure dissemination of information
from surveillance systems and warning sensors to meet criti-
cal information needs is highly recommended. Additionally,
reviewing security protocols for communications is essential
in light of the potential misuse of cyber systems by terrorists.
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Organizational information and communications in emer-
gency responses to terrorist attacks: Effective organizational
communication during emergencies requires access to a
stable communications network to maintain coordination,
manage changing conditions, and address uncertainties in
decision-making throughout the crisis.

Strengthening the role of the media and analyzing citizens’
behavioral patterns on social networks regarding terrorism-
related news: Investigating the causal factors behind the
spread of false information related to terrorism and analyz-
ing how citizens share both accurate and misleading news
on social media are crucial. Enhancing the role of the media
and social networks in this context represents a significant
capability that should be prioritized.

Utilizing innovation and new security technologies to build
capacity to counter the risk of terrorist attacks: The use of
new technologies—specifically algorithms based on artifi-
cial intelligence and machine learning—is proposed to detect
acoustic events and enhance data-driven surveillance using
unmanned aerial vehicles. Innovative security measures,
such as planting blast-wave-reducing vegetation in urban
areas, should also be considered.

In general, the drivers of resilient cities against terrorist at-
tacks encompass a set of coordinated and systemic measures
and policies that strengthen a city’s capabilities to prevent,
counter, and recover from the effects of terrorist attacks. Con-
versely, drivers related to adaptation to terrorist threats require
a fundamental shift in the mindset of policymakers and urban
planners. The institutional and legal frameworks for counter-
terrorism must include mechanisms for the participation of
military forces and civilian organizations across organization-
al dimensions, as well as the involvement of public, private,
governmental, and community institutions. Empowering and
training multidisciplinary experts to develop protection and
security solutions and initiatives is also critical. Moreover,
continuous surveillance of complex and unpredictable urban
areas by drone fleets offers a low-cost and promising future
application for combating terrorism, enhancing monitoring,
and improving situational awareness in urban environments.

Given the limitations of existing studies in the fields of
terrorism and urban resilience, it is suggested that future re-
search focus on recovery after terrorist attacks and responses
to emergency situations. Additionally, cross-regional com-
parative analyses should be conducted, with particular atten-
tion to the dimensions of urban resilience relevant to differ-
ent types of terrorist threats. These include explosive attacks
(bombings, suicide attacks), armed attacks (mass shootings,
hostage-taking, targeted assassinations), chemical, biologi-
cal, radiological, and nuclear (CBRN) attacks, cyberterror-

Spring 2026. Vol 16. Issue 1

ism (targeting banking systems, healthcare systems, elec-
tricity, water, telecommunications, and urban transportation
infrastructure), and air attacks (missiles, drones, etc.).

Furthermore, due to the scarcity of studies in Persian, great-
er attention from Iranian researchers to this field is strongly
encouraged. Given the abundance of topics that have been
less addressed—such as investment and financing for secu-
rity and resilience against terrorism, principles of protection
and security in urban planning, and leadership and command
during emergency operations responding to various terrorist
attacks—these areas should be prioritized in future research.
It is also recommended to explore some less-studied dimen-
sions, including the identification and management of terror-
ist attack casualties, the psychosocial resilience of citizens
after attacks, multi-level governance, and trans-organization-
al cooperation aimed at designing emergency coordination
mechanisms among emergency services, police, military,
and civil institutions. Moreover, since most existing studies
focus on developed metropolises, future research should also
examine resilience against terrorism in marginalized cities,
impoverished areas, and informal urban settlements.
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